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	About this Template
This template is provided by GSA to help customer agencies develop a Task Order (TO) to transition to IPv6 using the Enterprise Infrastructure Solutions (EIS) contract. The template is designed as a guide for developing a solicitation and contains a sample Statement of Objectives (SOO) that can be readily tailored to meet agency requirements.
The agency may include any services that the offeror must incorporate into their response. With EIS, the agency may also have the option to specify labor requirements to be provided to manage and support the service(s). The template contains proposal instructions and a list of evaluation criteria upon which the evaluation will be based.
This template follows the standard Uniform Contract Format (UCF) under FAR Part 15. Although FAR Part 15 does not govern IDIQ contracts, UCF has been adapted as a general best practice approach under EIS. Standardizing task order solicitations can help agencies facilitate scope determination, contractor response, proposal evaluation and help facilitate GSA in-scope solicitation review. GSA will review solicitations in accordance with Section C of the EIS contract to determine scope compatibility, against Section B of the EIS contract to determine price structure compatibility and against the Terms and Conditions of EIS.
Since agency needs vary widely, this template does not cover all possible or appropriate variations in solicitation content. It is offered as guidance to be adapted as necessary to meet agency needs. The general approach described here does not supersede requirements of the Federal Acquisition Regulation (FAR) or agency FAR supplemental(s) and policies. In all cases, the ordering contracting officer (OCO) must ensure complete adherence to applicable laws, the FAR, and any additional agency regulations.
Other EIS resources can be found at www.gsa.gov/eis .

	The template contains Context Boxes such as this one. Context boxes contain informational material and/or instructions to help the agency understand the service and the different options available within the scope of the EIS contract. The agency may select and specify in the solicitation the desired solution or outcome based on those options selected.
·  ORANGE Italicized Text,  if present, indicates placeholders where the agency should provide a numeric value (e.g., n for number of days, or number of pages) or replace text with actual descriptions such as agency name, proposal due date, name of agency POC, etc.
·  BLUE Underlined Text,  if present, denotes sample text that is specific to the goal(s) to be obtained. Blue text may be modified or deleted as required.
·  BLACK Text  is text that appears in all SAT (Solicitation Assist Tool) generated templates and relates to general aspects of the solicitation. Black text may also be modified or deleted as required.
Notes:
The context boxes should be deleted by the agency when finalizing this document. Sections of this template may be deleted if they are not relevant to the agency, and new sub-sections may be added to meet the agency’s specific needs.
This document was generated by SAT. It should not be finalized until it has been tailored, reviewed and accepted by the agency named on the title page.
The “DRAFT” watermark and the references in the page footers should also be removed for the final copy.
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[bookmark: _Toc76654735]Solicitation/Contract Form

The agency should replace this page with its appropriate solicitation/contract form, e.g., Standard Form 33.

[bookmark: _Toc76654736]Supplies or Services and Prices/Costs
[bookmark: _Toc76654737]Inclusive Pricing of Services

Any equipment, material, facility, site preparation, or service required in the performance of this task order for which a price is not specifically identified in the price proposal shall be considered to be included in the price of another item or provided at no cost to the government, except as otherwise provided for in this fair opportunity solicitation.
A.1 [bookmark: _Toc76654738][bookmark: _Toc522285332]Economic Price Adjustments

EIS consists of a base period of five years and two, five year option periods. Prices are fixed on EIS for the base period and will be refreshed in accordance with EIS clause H.19 in years 2022 and 2027. If your period of performance exceeds July 2022, agencies may consider tying task order option year pricing to the Economic Price Adjustment clause H.19. For example: The agency may include language in Section B that states that task order prices for years July 2022-July 2027 and years July 2027-July 2032 will be adjusted based on the refreshed prices of the first and second option periods of the EIS contract. 

The task order prices have to be at or below the EIS refreshed prices in the years starting July 2022-July 2027 and July 2027-July 2032. The task order prices cannot exceed the EIS contract refreshed prices.  If the task order prices exceed the EIS contract refreshed prices then the CLIN price will be adjusted via a task order modification to match the EIS contract refreshed price, and/or the refresh prices will match the discount(s) provided in the original order proposals.
A.2 [bookmark: _Toc76654739]Special Considerations for Assigning NSCs to PHubs

If the contractor assigns a new AGENCY NAME building NSC (Network Site Code) to an existing PHub (Pricing Hub) or to a new PHub, the contractor shall submit an EIS contract modification to GSA. If awarded by GSA, then the TO will need to be modified to add the new access prices at rates mutually agreed upon by the contractor and agency but not to exceed the contract rates awarded by GSA.
[bookmark: _Toc76654740]Pricing Spreadsheet

The contractor shall enter prices using the Pricing spreadsheet provided in Section J.1 of this solicitation.

It is recommended that you add CLINs for optional quantities of services. These quantities would be estimated/forecasted based on quantities of your past inventory and/or actions. These optional CLINs would get priced as part of the proposal, evaluated, included in your total evaluated price but are only exercised as needed and only funded when exercised. If you choose to add optional CLINs for quantities please note on your pricing spreadsheet which CLINs are optional. Items to consider would be moves, changes, additional quantities, additional speeds, optional services or any optional type CLINs. Also you must create a clause in Section H for optional quantities of services.


Refer to Section L.6 Task Order of this solicitation for additional details to include on how pricing should be addressed from a task order perspective. If it is the agency’s intent to award multiple TOs from this solicitation then it is important that the pricing spreadsheet be organized to clearly identify each potential task order. This can be done by utilizing a separate pricing spreadsheet per potential TO or creating separate tabs within a single pricing spreadsheet. 

Suggested language if using separate pricing spreadsheets: “In accordance with Section L.6 of this solicitation, Section J.1 of this solicitation includes a separate spreadsheet for each intended TO from this solicitation.”

Suggested language if using a single pricing spreadsheet for multiple task orders: “In accordance with Section L.6 of this solicitation, Section J.1 of this solicitation includes a single spreadsheet with individual tabs (worksheets) for each intended TO from this solicitation.”

[bookmark: _Toc76654741]Requirements

Conduct a complete analysis of your agency’s current and future IPv6 operational needs. State the Government's overall objectives and the offeror's required support to achieve the contractual objectives in the SOO. Per FAR 37.602 (c), offerors use the SOO to develop the PWS; however, the SOO does not become part of the contract. The SOO shall, at a minimum, include— (1) Purpose; (2) Scope or mission; (3) Period and place of performance; (4) Background; (5) Performance objectives, i.e., required results and (6) Any operating constraints.

In a SOO, requirements should be specified in terms of goals and performance objectives rather than specific services. However, the agency may still choose to identify specific EIS services that it feels should be part of the solution proposed by the offeror (see Section C.3.1.1 of this solicitation). Any such services only need to be called out by name, as the offeror’s solution is required to meet and be in compliance with all the functional definitions, standards, connectivity, technical capabilities, features, interfaces, and performance metrics as presented in the service sections of the EIS contract.

Task orders for supplies and services issued as a result of this solicitation must contain the items listed in FAR 16.505(a)(7). Your requirements should include all known services, equipment, inventory, and locations. It is recommended that you forecast optional CLINs for additional quantities, locations, moves and changes based on past history so they are priced, evaluated and included in the total evaluated price.

Note that the EIS services defined in Sections C.2.1 through C.2.10 and in Section C.2.12 of the EIS contract include all service-related labor necessary to implement the services.

Refer to Section L.6 Task Order of this solicitation for additional details to include on how technical requirements should be addressed from a task order perspective.

This is the AGENCY NAME solicitation, including a Statement of Objectives (SOO), for services utilizing the General Services Administration’s Enterprise Infrastructure Solutions (EIS) contract. It is the government’s intent for the offerors to propose a performance work statement (PWS) in response to Section C of this solicitation.

The baseline goals and objectives for the services sought herein are addressed in Section C of this solicitation. The AGENCY NAME expects that all EIS contractors provide the baseline level of service. The AGENCY NAME has additional agency-specific requirements that are described in this solicitation and will be assessed as part of the technical evaluation process defined in Section M Evaluation Factors for Award of this solicitation. This solicitation describes the full range of services required.

The contractor shall provide all personnel, transportation, equipment, tools, materials, supplies, installation, management, supervision, engineering, maintenance, testing, and services necessary to make circuits/services fully operational and to perform all tasks and functions as defined in this solicitation.

Consistent with Section C.2.11 of the EIS contracts, the contractor shall provide, at no additional cost to the government, all service-related labor necessary to implement the services. The contractor shall propose any Service Related Equipment (SRE) necessary to implement and manage the service.
[bookmark: _Toc76654742]Purpose

The purpose of this SOO is to describe the requirements for contractor assistance needed to support a comprehensive transition from IPv4 to IPv6, while ensuring compliance with OMB and CISA directives. This SOO supports the Internet Protocol Version 6 (IPv6) Transition Project to help transition the network connections and applications to IPv6. Operational deployment and use of IPv6 has been mandated by the Office of Management and Budget (OMB) via M-21-07. The OMB directive, issued on November 19, 2020, includes the requirement to upgrade internal client applications that communicate with public Internet servers and supporting enterprise networks to operationally use native IPv6. IPv6 provides valuable benefits to agencies by improving operational efficiencies and expanding connections to more network devices. 


[bookmark: _Toc76654743]Project Title

<Agency Name> Internet Protocol Version 6 (IPv6) Transition
[bookmark: _Toc76654744]Project Background

	BEST PRACTICE: Provide detailed information (that does not violate agency security policy) regarding the project background and the desired outcomes. This information should include the evolution of the agency’s current network and services as well as agency plans to move forward with new network expansion, technologies, and managed service. 

BENEFIT: This information will assist the EIS contractor in better understanding the agency’s requirements and increase their ability to recommend solutions. 




IPv6 is the next-generation Internet protocol, designed to replace version 4 (IPv4) that has been in use since 1983. The global demand for IP addresses has grown exponentially with the ever-increasing number of users, devices, and virtual entities connecting to the Internet, resulting in the exhaustion of readily available IPv4 addresses in all regions of the world. It is widely
recognized that full transition to IPv6 is the only viable option to ensure future growth and innovation in Internet technology and services. It is essential for the Federal government to expand and enhance its strategic commitment to the transition to IPv6 to keep pace with and capitalize on industry trends.

The agency should provide the project background here regarding the organization, mission, and efforts to date to transition to IPv6.

[bookmark: _Toc76654745]Description of Current Environment

	BEST PRACTICE: Describe in detail the current and pertinent infrastructure associated with the IPv6 transition. 

 Details should include the following items:
· Total # of IP addresses utilized
· Total # of employees
· Total # of sites and locations 
· List of countries
· Type and total # of network elements requiring integration (e.g., Networked Devices: Data Center Servers, Client Access (PCs), Printers, Collaboration Devices and Gateways, Sensors and Controllers)
· List current WAN and network provider(s)
· List of network services and access types currently in use
· List current management platforms and service desk applications 
· Applications (Web, Cloud, Agency, In-house and Application Suites)
· List all current cloud-based services
· List current uses of IPv6 and any address spaces currently owned or in use

Include current service inventory in Section J.2 and supporting network diagrams in Section J.6.

BENEFIT: This information will help the EIS contractor fully understand the system that is to be replaced and/or improved. 



[bookmark: _Toc76654746][bookmark: _Toc358199666]Desired Future State

	Provide details on the desired future state after transition. This will include how you envision your modernized voice and data networks to be designed and managed. Provide approximate user counts at each location along with minimum requirements for services.

Following is a sample:

Complete IPv6 implementation for public/external facing servers and services (e.g., web, email, DNS, and ISP services) and internal client applications that communicate with public Internet services and supporting enterprise networks to operationally use native IPv6. 



[bookmark: _Toc76654747]Scope

 
The scope of this task order (TO) applies to requirements for achieving the deployment of IPv6 across all [Agency Name] information systems and services to help migrate to IPv6-only network environments and deliver its information services, operate its networks, and access the services of others using only IPv6.

Transitioning to IPv6 will address IT services required to meet the needs of AGENCY NAME, as specified throughout this solicitation. The scope of the awarded TO includes all the current network functionality described in this solicitation, as well as those future services and capabilities offered through the EIS program that will replace and improve that functionality. In addition, the scope of the TO include all optional and unspecified services contained in this solicitation, as well as those services required in the future to achieve AGENCY NAME’s vision and needs.

The TO will provide services to all existing AGENCY NAME’s locations as well as any future locations. Changes and additions of new locations may occur each year. AGENCY NAME expects the contractor to provide service without interruption.

Location and site-specific information are provided in Section J.2 of this solicitation.
[bookmark: _Toc76654748]High-level Project Objectives

The following high-level project objectives provide a baseline for the enhancements the agency is looking to implement through this solicitation and all should be considered and incorporated into the offeror’s solution:

1. Increase cost-effectiveness of services: Take advantage of advances in technology and decreases in unit costs to deliver more bandwidth at lower cost immediately and over the life of the contract.

2. Reduce dependence on and use of legacy technology: Develop and execute a Strategic Plan that replaces legacy technology and services with emerging technologies that are agile and can adapt to changing needs.

3. Improve network performance and manageability: Procure a high-quality network through EIS that meets or exceeds agency’s needs for network performance.

4. Increase resiliency: Continue to evolve the agency’s network to provide increased resiliency to all sites to minimize the risk of network outages and to maintain an acceptable level of service in the face of degradations, faults and challenges to normal operations.

5. Increase operational effectiveness: Improve agency’s planning and operational efficiency (including monitoring, provisioning, troubleshooting, and data back-up and protection) by introducing automation into the agency’s operational processes.

6. Improve network security: Enhance agency’s security environment utilizing latest security technologies and threat intelligence to create a best-in-class defense against rapidly increasing security threats.

[bookmark: _Toc76654749]Transition to IPv6 Using Managed Network Service (MNS) Goal 

 AGENCY NAME is seeking to transition to IPv6 network infrastructure to a qualified contractor and provide the tasks identified in this section.
[bookmark: _Toc76654750]Functional Objectives

The offeror’s response should address the functional objectives listed in the table below along with the information required to meet the tasks and subtasks listed.

Functional Objectives for Transition to IPv6 Using Managed Network Service (MNS) Goal
	
Objective
	
Description
	
Custom Requirements

	Establish an approved IPv6 Transition Plan
	IPv6 Transition Planning and System Analysis
	

	Establish and implement the test environment
	IPv6 Test and Integration
	

	Implement a limited scale deployment
	Pilot Production Deployment on Selected LANs
	

	Full deployment and production
	IPv6 Deployment in the Production Network
	



The requirements below are intended to accommodate Agency customers with enterprise networks of varying complexity. Client agencies with more basic network environments may not need all of the detailed specifications it provides. Parts of the requirements may be tailored, replaced or omitted entirely, depending on the Agency. 

[bookmark: _Toc362871146][bookmark: _Toc355618797][bookmark: _Toc355951411][bookmark: _Toc66094986][bookmark: _Toc76654751]Task 1 – IPv6 Transition Planning and System Analysis
IPv6 transition planning and system analysis includes the following activities:
Create an IPv6 Project Management Plan
Create an IPv6 Training Plan
Create a Network Infrastructure Inventory / IPv6 Impact Analysis
Create an IPv6 Addressing Plan / Network Architecture Analysis
Create an IPv6 Deployment Strategy / Implementation Plan
[bookmark: _Toc357698203][bookmark: _Toc357698975][bookmark: _Toc66094987]Sub-task 1 – Project Management Plan
The contractor shall establish and execute [or recommend] an IPv6 Project Management Plan (PMP) to ensure that all activities from the kick-off meeting to the final network infrastructure transition to IPv6 are executed properly as planned and on schedule.
The PMP shall address the following:
0. Identification of transition activities
0. Identification of transition priorities and possible phases
0. Transition milestones, to include the enterprise architecture and risk mitigation 
0. Transition criteria for legacy, upgraded, and new capabilities 
0. Dependencies (for example, among the enterprise architecture, network management, and network and operation security)
0. Risks and mitigation strategies
0. Strategies for ensuring interoperability and security during transition
0. Compliance with the USGv6 Profile to define IPv6 capability requirements for specific products when required
0. Transition governance that includes but is not limited to: policy, roles and responsibilities, management structure, management controls, management actions, performance measurement, and reporting 
0. Testing
The PMP shall capture and establish the goals, identify a critical path, create general timelines to provision required hardware and software, and implement appropriate operational procedures. The PMP shall contain at a minimum:
0. Project management approach for Tasks 1, 2, 3, and 4.
0. Project Team Organization (Roles & Responsibilities)
0. Program Tracking and Communication Plan
0. Project Schedules & Milestones
0. Earned value reporting 
 
[bookmark: _Toc357698205][bookmark: _Toc357698977][bookmark: _Sub-task_2_–][bookmark: _Toc66094988]Sub-task 2 – IPv6 Training Plan
The contractor shall establish and maintain [or recommend] an IPv6 Training Plan for appropriate Agency personnel involved with the Agency network infrastructure:
0. [bookmark: _Toc357085548][bookmark: _Toc357087804][bookmark: _Toc357088097][bookmark: _Toc357088190][bookmark: _Toc357089032][bookmark: _Toc357089224][bookmark: _Toc357089408][bookmark: _Toc357085549][bookmark: _Toc357087805][bookmark: _Toc357088098][bookmark: _Toc357088191][bookmark: _Toc357089033][bookmark: _Toc357089225][bookmark: _Toc357089409]Identify initial and ongoing IPv6 training requirements for Agency review, comment, and approval. The Training Plan shall at a minimum describe the training schedule, curriculum, materials, and the resources required to ensure that the IPv6 training meets the Agency’s needs. The contractor shall provide the following types of IPv6 training as required by the Agency:
0. The contractor shall train Agency security architects to understand and mitigate the risks of IPv6 transition.
0. The contractor shall train Agency network architects on how to take full advantage of IPv6 capabilities.
0. The contractor shall train Agency application developers on how to use IPv6 features and capabilities to improve the Agency’s network security services.
0. The contractor shall train Agency IT employees who are involved with the network or desktop management, including employees on operations teams, to understand how IPv6 affects their areas of responsibility.
[bookmark: _Toc355618800][bookmark: _Toc355951414][bookmark: _Toc66094989]
Sub-task 3 – Network Infrastructure Assessment and IPv6 Impact Analysis
The contractor shall create [or recommend] a Network Infrastructure Assessment / IPv6 Impact Analysis to describe all activities related to discovery of the Agency infrastructure and the network, server and application elements to be assessed as part of the PMP. More specifically, the contractor shall create a detailed assessment of Agency IT equipment and applications impacted by IPv6 and assess if the IT equipment and software needs to be upgraded, replaced or enabled for IPv6. The contractor shall produce a spreadsheet (MS Excel) of the detailed Inventory of the Agency IT equipment and applications impacted in accordance with the above IPv6 transition categories, for Agency comments, approval, and signoff. The items to be assessed include but are not limited to:
0. Networked Devices: Data Center Servers, Client Access (PCs), Printers, Collaboration Devices and Gateways, Sensors and Controllers
0. Network Infrastructure: DNS and DHCP, Load Balancing and Content Switching, Security (Firewalls, and IDS/IPS), Content Distribution, Optimization (WAAS, SSL Acceleration), and VPN Access
0. Web applications
0. Applications and application suites

[bookmark: _Toc355618801][bookmark: _Toc355951415][bookmark: _Toc66094990]Sub-task 4 – IPv6 Addressing Plan and Network Architecture
The contractor shall develop, update, or recommend an IPv6 Addressing Plan / Network Architecture Analysis that describes the IPv6 address procurement and address assignments, the schema design for the Agency network, and the target IPv6 network architecture. More specifically, develop or update an IPv6 Addressing Plan and a corresponding network architecture. The contractor shall develop an IPv6 Addressing Plan that matches the Agency’s network architecture and organizational structure, taking into account the Agency’s anticipated growth and application plans for a two-to-five-year period. The IPv6 Addressing Plan shall describe the current (as-is) network architecture and the future (target) network architecture. In accordance with the Agency-wide Centralized Addressing Authority (CAA), the contractor shall assist the Agency in procuring IP address space (IPv6 prefixes) from the American Registry for Internet Numbers (ARIN) in accordance with the guidelines from the ARIN and the Agency CAA.
[bookmark: _Toc357085558][bookmark: _Toc357087814][bookmark: _Toc357088107][bookmark: _Toc357088200][bookmark: _Toc357089042][bookmark: _Toc357089234][bookmark: _Toc357089418][bookmark: _Toc357089502][bookmark: _Toc357085559][bookmark: _Toc357087815][bookmark: _Toc357088108][bookmark: _Toc357088201][bookmark: _Toc357089043][bookmark: _Toc357089235][bookmark: _Toc357089419][bookmark: _Toc357089503][bookmark: _Toc355618802][bookmark: _Toc355951416][bookmark: _Toc66094991]
Sub-task 5 – IPv6 Deployment Strategy / Implementation Plan
The contractor shall develop, update, or recommend an IPv6 Deployment Strategy / Implementation Plan that lists hardware and software to be purchased and describes how it will be upgraded to IPv6 and made operational in the production network and develop deployment strategies to implement a native IPv6 network infrastructure. The contractor shall produce an IPv6 Transition Baseline document to include:
a. A Concept of Operations in support of OMB requirements (i.e., a public-facing website, etc.)
b. Interfaces for Agency applications access during the transition
c. IPv6 features and capabilities to be configured in the network infrastructure
d. Interfaces for the NOC and SOC (as required)

[bookmark: _Toc362871153][bookmark: _Toc357085561][bookmark: _Toc357085775][bookmark: _Toc357087817][bookmark: _Toc357088110][bookmark: _Toc357088203][bookmark: _Toc357089045][bookmark: _Toc357089237][bookmark: _Toc357089421][bookmark: _Toc357089505][bookmark: _Toc357089584][bookmark: _Toc357089650][bookmark: _Toc357175445][bookmark: _Toc357175606][bookmark: _Toc357085562][bookmark: _Toc357085776][bookmark: _Toc357087818][bookmark: _Toc357088111][bookmark: _Toc357088204][bookmark: _Toc357089046][bookmark: _Toc357089238][bookmark: _Toc357089422][bookmark: _Toc357089506][bookmark: _Toc357089585][bookmark: _Toc357089651][bookmark: _Toc357175446][bookmark: _Toc357175607][bookmark: _Toc355618803][bookmark: _Toc355951417][bookmark: _Toc66094992][bookmark: _Toc76654752]Task 2 – IPv6 Test and Integration
Lab testing minimizes the risk of running tests that could potentially cause disruptions or introduce a security risk if deployed on the production network. Many unexpected results during IPv6 testing are due to misconfigurations required to support IPv6, such as DNS. This underscores the importance of testing, training, and providing hands-on experience before IPv6 is deployed in an operational environment. The test environment should resemble the production environment as closely as possible, including the network hardware and software features targeted for IPv6 integration, as well as the first applications scheduled to operate over IPv6. Initially, the test sites should not be connected to the production network or to each other. Once successful testing has been completed, such connections can be prudently made. 
[bookmark: _Toc355618804][bookmark: _Toc355951418][bookmark: _Toc66094993] Sub-task 1 – Set up IPv6 Test Lab
The contractor shall establish [or recommend] an IPv6 Test Lab to test changes before they are deployed in the production environment: 
0. Establish automated network configuration and inventory management IPv6 to minimize the risk of human error during testing and transition
0. Set up the test environment to resemble the production environment as closely as possible, including the Agency network hardware and software targeted for IPv6 transition, as well as the first applications that will operate over IPv6 
0. Set up routers and switches to process IPv6 traffic, and configure the LAN for its ability to transport the Agency’s IPv6 prefixes to production host computers, printers, and other devices
0. Ensure that the security architecture is integrated with the overall Agency enterprise architecture and is configured to handle IPv6, and set up the DNS and DHCP servers to handle IPv6 queries
0. Recommend configurations for the Network Management Systems (NMSs) of the Agency Network Operation Center (NOC) to monitor the IPv6 network and infrastructure
0. Recommend configurations and/or upgrades for the Agency Security Operation Center (SOC) for IPv6 security upgrades to monitor threats
0. Set up one or more applications that can run over IPv6 
0. Initially isolate the test sites from the production network and from each other

[bookmark: _Toc355618806][bookmark: _Toc355951419][bookmark: _Toc66094994]Sub-task 2 – Test IPv6 Integration in Test Lab
The contractor shall test [or recommend testing for] the IPv6 integration of network infrastructure and applications in a lab environment and assess the networking equipment, recommend any needed upgrades, and work with the Agency to set up or configure per the IPv6 upgrade plan.

[bookmark: _Toc357085568][bookmark: _Toc357085778][bookmark: _Toc357087824][bookmark: _Toc357088117][bookmark: _Toc357088210][bookmark: _Toc357089052][bookmark: _Toc357089244][bookmark: _Toc357089428][bookmark: _Toc357089512][bookmark: _Toc357089587][bookmark: _Toc357089653][bookmark: _Toc357175448][bookmark: _Toc357175609][bookmark: _Toc357085569][bookmark: _Toc357085779][bookmark: _Toc357087825][bookmark: _Toc357088118][bookmark: _Toc357088211][bookmark: _Toc357089053][bookmark: _Toc357089245][bookmark: _Toc357089429][bookmark: _Toc357089513][bookmark: _Toc357089588][bookmark: _Toc357089654][bookmark: _Toc357175449][bookmark: _Toc357175610][bookmark: _Toc355618805][bookmark: _Toc355951420][bookmark: _Toc66094995][bookmark: _Toc76654753]Task 3 – Pilot Production Deployment on Selected LANs
Taking a phased approach to IPv6 transition will allow the Agency to prioritize aspects of the deployment as the project progresses. This minimizes the need to install and maintain transition technologies that will eventually be removed. The contractor shall conduct [or recommend] the main phases required to validate and move IPv6 to production and conduct a pilot production deployment for one or more campus LAN segments or for the WAN, as appropriate for the Agency’s business mission. Expand the geographic reach of IPv6 by deploying it more broadly in the LAN/WAN environment and using it for Internet connectivity.  At the conclusion of this phase, the Agency will be able to demonstrate IPv6 compliance in terms of the OMB mandate. 
[bookmark: _Toc355618807][bookmark: _Toc355951421][bookmark: _Toc66094996] Sub-task 1 – Selected LANs and WAN
0. The contractor shall conduct [or recommend] a pilot production deployment for one or more campus LAN segments and for the WAN, as appropriate for the Agency’s business mission.  
[bookmark: _Toc357085572][bookmark: _Toc357087828][bookmark: _Toc357088121][bookmark: _Toc357088214][bookmark: _Toc357089056][bookmark: _Toc357089248][bookmark: _Toc357089432][bookmark: _Toc357089516][bookmark: _Toc357085573][bookmark: _Toc357087829][bookmark: _Toc357088122][bookmark: _Toc357088215][bookmark: _Toc357089057][bookmark: _Toc357089249][bookmark: _Toc357089433][bookmark: _Toc357089517][bookmark: _Toc357085574][bookmark: _Toc357087830][bookmark: _Toc357088123][bookmark: _Toc357088216][bookmark: _Toc357089058][bookmark: _Toc357089250][bookmark: _Toc357089434][bookmark: _Toc357089518][bookmark: _Toc355618808][bookmark: _Toc355951422][bookmark: _Toc66094997] Sub-task 2 – Selected LANs, WAN, and Internet
0. The contractor shall deploy IPv6 more broadly [or recommend the deployment] in the LAN/WAN environment and use it for Internet connectivity.  
[bookmark: _Toc357085576][bookmark: _Toc357085781][bookmark: _Toc357087832][bookmark: _Toc357088125][bookmark: _Toc357088218][bookmark: _Toc357089060][bookmark: _Toc357089252][bookmark: _Toc357089436][bookmark: _Toc357089520][bookmark: _Toc357089590][bookmark: _Toc357089656][bookmark: _Toc357175451][bookmark: _Toc357175612][bookmark: _Toc357085577][bookmark: _Toc357085782][bookmark: _Toc357087833][bookmark: _Toc357088126][bookmark: _Toc357088219][bookmark: _Toc357089061][bookmark: _Toc357089253][bookmark: _Toc357089437][bookmark: _Toc357089521][bookmark: _Toc357089591][bookmark: _Toc357089657][bookmark: _Toc357175452][bookmark: _Toc357175613][bookmark: _Toc357085578][bookmark: _Toc357085783][bookmark: _Toc357087834][bookmark: _Toc357088127][bookmark: _Toc357088220][bookmark: _Toc357089062][bookmark: _Toc357089254][bookmark: _Toc357089438][bookmark: _Toc357089522][bookmark: _Toc357089592][bookmark: _Toc357089658][bookmark: _Toc357175453][bookmark: _Toc357175614][bookmark: _Toc355618809][bookmark: _Toc355951423][bookmark: _Toc66094998][bookmark: _Toc76654754]Task 4 – IPv6 Deployment in the Production Network 
After a successful broad deployment involving multiple LANs, WAN and the Internet, and after demonstrating compliance with the OMB IPv6 mandate, the contractor shall transition [or recommend how to transition] the remaining Agency network infrastructure to IPv6, including hardware, software, IPv6 address assignments, IPv6 services (DNS, DHCPv6) and IPv6 security. After the infrastructure changes are complete, the contractor must perform a final checkout to ensure that the production network is ready for full IPv6 deployment. 
Deliverables for the Agency to verify successful performance of the task:
0. The contractor shall produce documentation regarding the IPv6 changes/upgrades for the full deployment of IPv6 in the Agency network, for Agency comments, approval, and signoff.
0. The contractor shall produce documentation regarding final checkouts for the complete deployment of IPv6 throughout the infrastructure, for Agency comments, approval, and signoff. The documentation shall describe the use of any monitoring tools provided, including their purpose and implementation, monitoring plans, inventory lists, and references to operations manuals.
0. The contractor shall generate test plans to test the IPv6 deployment in the Agency network without any disruption to the delivery of mission-critical Government services over the existing network.
0. The contractor shall demonstrate to the Agency that testing is being executed properly as per the approved test plans.
[bookmark: _Toc357085581][bookmark: _Toc357085785][bookmark: _Toc357087837][bookmark: _Toc357088130][bookmark: _Toc357088223][bookmark: _Toc357089065][bookmark: _Toc357089257][bookmark: _Toc357089441][bookmark: _Toc357089525][bookmark: _Toc357089594][bookmark: _Toc357089660][bookmark: _Toc357175455][bookmark: _Toc357175616][bookmark: _Toc357085582][bookmark: _Toc357085786][bookmark: _Toc357087838][bookmark: _Toc357088131][bookmark: _Toc357088224][bookmark: _Toc357089066][bookmark: _Toc357089258][bookmark: _Toc357089442][bookmark: _Toc357089526][bookmark: _Toc357089595][bookmark: _Toc357089661][bookmark: _Toc357175456][bookmark: _Toc357175617][bookmark: _Toc357085583][bookmark: _Toc357085787][bookmark: _Toc357087839][bookmark: _Toc357088132][bookmark: _Toc357088225][bookmark: _Toc357089067][bookmark: _Toc357089259][bookmark: _Toc357089443][bookmark: _Toc357089527][bookmark: _Toc357089596][bookmark: _Toc357089662][bookmark: _Toc357175457][bookmark: _Toc357175618]



[bookmark: _Toc76654755]Associated EIS Services
 
AGENCY NAME has identified the following EIS services that shall be included in the offeror’s response. This list is not exhaustive, and the offeror shall include any/all additional services, as required, to meet the goals and objectives herein.

NOTE: If any service below is marked with a star (*), it is designated as optional, i.e., a service that AGENCY NAME may order. Optional services represent a legitimate need based on such things as potential future requirements, forecasted data and estimated quantities but are ordered if and when AGENCY NAME chooses to do so. In contrast, the services that are not marked with a star are mandatory, i.e., services that the agency intends to order. Offerors shall include all services (mandatory and optional) in their proposals.

EIS Services Identified for Transition to IPv6 Using Managed Network Service (MNS) Goal

	
Service
	
Full Name
	
Custom Requirements

	MNS
	Managed Network Service
	

	MSS
	Managed Security Service
	

	SRE
	Service Related Equipment
	

	SRL
	Service Related Labor
	



[bookmark: _Toc358981703][bookmark: _Toc76654756]Performance Objectives

The performance objectives for the services listed in the EIS Services Identified for Transform to Managed Network Service (MNS) Goal table above conform to the EIS contract sections specified for each service. Similarly, the performance objectives for all services proposed by the offeror must also conform to the applicable EIS contract sections.

[bookmark: _Toc76654757]Guidelines 

	Provide details on operational constraints such as infrastructure components that cannot change or must be included in a solution, custom connectivity, agency-specific security considerations or availability requirements that must be met during all phases of the transition.



The offeror shall comply with all applicable Federal and agency-specific IT security directives, standards, policies, and reporting requirements. The offeror shall comply with FISMA, DOD and Intelligence Community-associated guidance and directives to include all applicable Federal Information Processing Standards (FIPS), NIST Special Publication series guidelines (FIPS and NIST SPs available at: http://csrc.nist.gov/), agency-specific security directives, policies and guides, and other appropriate Government-wide laws and regulations for protection and security of government IT, including but not limited to:

IPv6 FAR Amendment
CIO Council: Planning Guide/Roadmap Toward IPv6 Adoption within the US Government.
NIST: Special Publication (SP) 800-119, Guidelines for the Secure Deployment of IPv6 
[bookmark: _Hlk65857772]NIST: Special Publication (SP) 500-267A, NIST IPv6 Profile 
NIST: Special Publication (SP) 500-267B, USGv6 Profile 
NIST: Special Publication 500-281A, USGv6 Test Program Guide 
NIST: Special USGv6 Test Methods: General Description and Validation

The contractor shall install SRE as required to meet the specifications of the terminal equipment located at government SDPs. The details and specifications for the interfaces at each SDP will be provided in the service order.

The SRE required to deliver the services under this solicitation will be acquired by Month-to-month arrangement for an indeterminate term. The SRE to be provided by the contractor shall be new and not refurbished.

[bookmark: _Toc76654758]Security Requirements

Some agencies have security requirements above those included in the EIS contract (see Section C.1.8.7 of the EIS contract, in addition to security provisions of the individual services in Section C.2 of the EIS contract). This section should be used to specify such services, if any.

The contractor shall meet all requirements included in Section C.1.8.7 System Security Requirements of the EIS contract. The contractor shall, in addition, comply with Section J.4 Security Assessment and Authorization (formerly known as Certification and Accreditation [C&A]) Requirements of this solicitation, as well as any agency-specific requirements as specified in this solicitation.









[bookmark: _Toc76654759]Personnel Security Clearances

If it is anticipated that certain work under this task order will require a security clearance at a Top Secret level then the following suggested statement can be added. The agency should review, revise as necessary, and delete any details that do not apply to their solicitation.

Sample text agency may use or edit: It is anticipated that the following work items (agency should list applicable work items) under this task order will require a security clearance at a Top Secret level.  At least one person must possess a clearance at this level or higher. Clearance level and additional guidance is provided on the Department of Defense Contract Security Classification Specification (DD Form 254).”

List agency-specific security requirements here.
[bookmark: _Toc76654760]Packaging and Marking

The agency should replace this page with appropriate Packaging, Packing, Shipping and Marking content. Required by FAR 16.505(a)(7)(vi).

[bookmark: _Toc76654761]Inspection and Acceptance

The agency should replace this page with appropriate Inspection and Acceptance content.

[bookmark: _Toc76654762]Deliveries or Performance

The agency should replace this page with appropriate Deliveries or Performance content, and schedule. Required by FAR 16.505(a)(7)(iv) and 16.505(a)(7)(v).

The contractor shall include all the Key Performance Indicators identified directly or by reference in Section C of this solicitation and identify their associated Acceptable Quality Level values and measured values in the monthly Service Level Agreement Report (SLAR) which is described in the EIS contract Section J.2.8.2.1 and identified as a deliverable in EIS contract Section F.2, Table F.2.1, Item 126. The SLAR shall employ and populate the following table (with example row included).

	Service
	KPI
	Service Level
	Performance Standard 
(Threshold)
	AQL
	Measured Value

	 
	 
	 
	 
	 
	

	
	
	
	
	
	



As noted in Table G.8.2.1.1.1 of the EIS contract, the government considers the above table and all associated references to be its Quality Assurance Surveillance Plan (QASP) in accordance with FAR 46.401.
[bookmark: _Toc76654763]List of Task Order Deliverables

The contractor shall provide all deliverables required by the EIS contract to the agency. All deliverables that are delivered to GSA systems still apply to this task order; however, are not identified in this solicitation. The following list only includes deliverables that shall be delivered to the agency directly; however, all contract-required deliverables still apply.

	ID
	Requirement Reference
	Deliverable Description Reference
	Deliverable Name
	Frequency
	Deliver To

	1. 
	B.1.1
	B.1.1
	Task Order Pricing Tables
	Initial: Included at task order (TO) award
Update: As needed
	GSA Systems and agency

	2. 
	B.1.3
	B.1.3
	Online Catalog 
	Initial: Within 30 days of contract award
Update: As needed
	Website – URL to be provided by contractor

	3. 
	B.1.3
	B.1.3
	Catalog Pricing Tables (Section B)
	Initial: Included at TO award
Update: As needed
	GSA Systems and agency

	4. 
	C.2.9.1.1
	C.2.9.1.1
	Site Survey Report
	As needed
	OCO

	5. 
	C.3.3.3
	C.3.3.3
	Inventory Summary of Agency’s Active Services
	Initial: 3 years prior to contract expiration 
Update: As requested by agency
	OCO

	6. 
	G.3.3.3.3
	G.3.3.3.3
	Task Order Project Plan
	Initial: TO award
Update: Plan change
	OCO

	7. 
	G.12.1
	G.12.1
	Corporate Climate Risk Management Plans
	Initial: With proposal 
Update: As needed
	GSA CO, OCO

	8. 
	G.12.2.1
	G.12.2.1
	Climate Change Adaptation, Sustainability, and Green Initiatives Report
	Initial: With TO
Update: Annually from contract award
	GSA CO, GSA COR, OCO

	9. 
	G.12.2.3
	G.12.2.3
	Power Utilization Efficiencies (PUE) Report
	Initial: With proposal
Update: Annually from contract award
	OCO

	10. 
	H.25
	H.25
	Service Trials Notification
	Prior to initiation of any trial program with the agency
	GSA CO and OCO

	11. 
	H.25
	H.25
	Service Trial Status Report
	Monthly (first business day) until completion of each trial
	OCO

	12. 
	H.33
	H.33
	ESI requests/searches
	Within 15 days of written request
	GSA CO or OCO

	13. 
	H.38
	H.38
	Force Majeure Notification
	Within 10 days of the cause that the contractor cites for Force Majeure
	OCO

	14. 
	J.2.4
	J.2.4.2
J.2.10.2.1.16
	Service Order Acknowledgement (SOA)
	NLT one (1) business day after Service Order (SO)
	GSA Conexus and agency COR

	15. 
	J.2.4
	J.2.4.2
J.2.10.2.1.20
	Service Order Rejection Notice (SORN)
	NLT 5 days after SO
	GSA Conexus and agency COR

	16. 
	J.2.4
	J.2.4.2
J.2.10.2.1.19
	Service Order Confirmation (SOC)
	NLT 5 days after SO
	GSA Conexus and agency COR

	17. 
	J.2.4
	J.2.4.2
J.2.10.2.1.11
	Firm Order Commitment Notice (FOCN)
	Local access subcontractor required: 
· Within one (1) business day of receiving FOC date
Local access subcontractor not required: NLT the earlier of:
· 5 days after SOC, or
10 days before the FOC date
	GSA Conexus and agency COR

	18. 
	J.2.4
	J.2.4.2
J.2.10.2.1.18
	Service Order Completion Notice (SOCN)
	NLT 3 days after service is installed and tested
	GSA Conexus and agency COR

	19. 
	J.2.4
	J.2.4.2
J.2.10.2.1.17
	Service Order Administrative Change (SOAC)
	NLT 7 days after Administrative Change Order
	GSA Conexus and agency COR

	20. 
	J.2.4
	J.2.4.2
J.2.10.2.1.21
	Service State Change Notice (SSCN)
	Within 24 hours of state change
	GSA Conexus and agency COR

	21. 
	J.2.5
	J.2.5.2
J.2.10.2.1.5
	Billing Invoice (BI)
	Monthly, NLT 15th business day
	GSA Conexus and agency COR

	22. 
	J.2.5
	J.2.5.2
J.2.10.2.1.23
	Tax Detail
	Monthly, NLT 15th business day
	GSA Conexus and agency COR

	23. 
	J.2.5
	J.2.5.2
J.2.10.2.1.13
	Monthly Billing Information Memorandum
	Monthly, NLT 15th business day (as needed)
	Agency COR

	24. 
	J.2.5
J.2.6
J.2.8
	J.2.5.2
J.2.6.2
J.2.8.2
J.2.10.2.1.4
	Billing Adjustment (BA)
	Monthly, NLT 15th business day (as needed)
	GSA Conexus and agency COR

	25. 
	J.2.6
	J.2.6.2
J.2.10.2.1.9
	Dispute (D)
	As needed
	GSA Conexus and agency COR

	26. 
	J.2.6
	J.2.6.2
J.2.10.2.1.10
	Dispute Report (DR)
	Monthly, NLT 15th business day (as needed)
	GSA Conexus and agency COR

	27. 
	J.2.8
	J.2.8.2
J.2.10.2.1.14
	Service Level Agreement Report (SLAR)
	Monthly, NLT 15th day of month
	GSA Conexus, OCO and agency COR

	28. 
	J.2.8
	J.2.8.2
J.2.10.2.1.22
	SLA Credit Request Response
	Within 30 days of SLA Credit Request
	OCO and agency COR

	29. 
	J.2.8
	J.2.8.2
J.2.10.2.1.25
	Trouble Management Performance Summary Report
	Quarterly, NLT 14 days after the end of the FY quarter
	Agency COR

	30. 
	J.2.8
	J.2.8.2
J.2.10.2.1.24
	Trouble Management Incident Performance Report
	Quarterly, NLT 14 days after the end of the FY quarter
	Agency COR





A.3 [bookmark: _Toc76654764]Performance Monitoring

The contractor shall continuously monitor and report monthly on performance objectives specified in Section C of this solicitation that are outside of the acceptable range for all services. Contractor shall be held to the performance metrics presented in response to this solicitation and bill credits will be automatically issued any time performance objectives are not met, as specified in EIS contract Section G.8.2.1.1.2.

[bookmark: _Toc76654765]Contract Administration Data

Task orders under IDIQ Contracts must contain the accounting and appropriation data and method of payment and payment office, if not specified in the contract. Required by FAR 16.505(a)(7)(vii) and 16.505(a)(7)(viii).

	BEST PRACTICE: Take advantage of the standard reporting requirements built into the EIS contract. The EIS contract requires contractors to provide regular management reports and data, and performance and usage monitoring, at no additional charge. 

Avoid requirements that can result in paying an EIS contractor to produce the same result by other means or paying another contractor to duplicate the no-charge EIS requirements.

Do not request additional reporting from the contractors if there is no business need, as this will increase costs.

BENEFIT: Money saved on contractor reporting.



The roles and responsibilities of the EIS contractor shall commence upon task order award. The EIS requirements for contract administration, management and operational support shall be met at no additional cost to the agency, and shall apply throughout the life of the task order for all deployed services. The contractor shall also support and assist GSA and the AGENCY NAME in transitioning EIS services to the next contract. 

The contractor shall meet and comply with the requirements for contract administration and operational support for subscribed EIS services in accordance with Section G Contract Administration Data of the EIS contract. The contractor shall support and comply with the following:

G.2 – Contract Administration
G.3 – Ordering	
G.4 – Billing	
G.5 – Business Support Systems	
G.6 – Service Assurance	
G.7 – Inventory Management	
G.8 – Service Level Management	
G.9 – Program Management	
G.10 – Training
G.11 – National Security and Emergency Preparedness
G.12 – Requirements for Climate Change Adaptation, Sustainability and Green
Initiatives	
[bookmark: _Toc76654766]Requirements for Billing

The contractor shall bill the agency directly for all charges incurred by the agency and its sub-agencies. The contractor will be paid directly by the AGENCY NAME. 

The contractor shall be responsible for collecting the Associated Government Fee (AGF) and remittance of the total AGF amount collected for the month to GSA by electronic funds transfer (EFT).

[bookmark: _Toc76654767]Requirements to Support Task Order



The agency’s ordering procedures should align with Sections G.2.2.1.2, J.2.4, and J.3 of the EIS contract, Sections 4.3 and 5.1 of the Fair Opportunity Ordering Guide (FOOG), and Section 5.3 of the EIS Management and Ordering Procedures (MOPS).

If Service Orders (SO) are to be used, GSA recommends that the agency should specify whether GSA Conexus or another method will be used to issue SOs. If the agency intends to use GSA Conexus, the solicitation shall include the following statement: 

The contractor shall accept service orders from the GSA Conexus application by Web    service using the format and specifications provided by GSA Conexus.

Should the agency choose another method of submitting SOs – e.g., directly via the contractor’s Web portal - then GSA recommends that the agency detail in its solicitation the process the agency will use instead of GSA Conexus to submit SOs – ensuring its alternative ordering procedures align, as noted, with Sections G.2.2.1.2, J.2.4, and J.3 of the EIS contract, Section 4.3 of the Fair Opportunity Ordering Guide (FOOG), and Section 5.3 of the EIS Management and Ordering Procedures (MOPS).



Task orders associated with this solicitation will be issued by the [AGENCY NAME] and will identify the services and contractor support requirements. The contractor shall meet the requirements for all scheduled deliverables identified therein, including agency-specific contract administration data, operational support, any applicable service-related equipment, and service level performance. (See Section G.3.2 Task Orders of the EIS contract.) 

The task or service order(s) associated with this solicitation may contain a combination of CLINs from the EIS contract and task order specific requirements for services, features, and performance. Task order-specific pricing submission details are described in Section J.4.1Task Order-Specific Pricing Submissions of the EIS contract.

Should the agency choose GSA Conexus to submit SOs, the contractor shall accept service orders from the GSA Conexus application by Web service using the format and specifications provided by GSA Conexus.
 

[bookmark: _Toc76654768]Ordering for Services by Authorized Person(s)

For each task order, the OCO is the sole and exclusive government official with authority to take actions that may bind the government. The contractor shall verify that an OCO has the required Delegation of Procurement Authority (DPA) issued by GSA. The OCO may designate one or more CORs or ordering official to assist the CO with administering the task order. The contractor shall not accept or bill the government for task orders or service orders from an unauthorized person. (See Sections G.2.2.1.1 Task Order Authority / OCO and G.2.2.1.2 OCO Duties of the EIS contract)

The following individuals are authorized to place Service Orders on behalf of the agency under these TOs:
Ordering Contracting Officer (OCO):
Name
Phone
Email

Contracting Officer’s Representative (COR):
Name
Phone
Email

[bookmark: _Toc76654769]Requirements for Deliverables and Data Exchange

The contractor shall meet and comply with the deliverables and data exchange requirements as described in Section J.2 Contractor Data Interaction Plan (CDIP) of the EIS contract. The CDIP provides functional requirements and process details to further describe the common operations, process flows, data exchange and system interfaces, and the deliverables required in accordance with the management and operational support requirements cited in Sections G.3 thru G.10 of the EIS contract.

The requirements and contents of each data set described in Section J.2.10.2 Data Set Content of the EIS contract shall apply. The detailed contents of each data set to be exchanged as part of the processes are described throughout the CDIP of the EIS contract for the following functions: 

J.2.3	Task Order Data Management
J.2.4	Ordering
J.2.5	Billing
J.2.6	Disputes
J.2.7	Inventory Management
J.2.8	SLA Management

[bookmark: _Toc358199667]Data requirements and the transfer mechanisms cited in Sections J.2.9 Data Transfer Mechanisms and J.2.10 Data Dictionary of the EIS contract shall also apply.

[bookmark: _Toc76654770]Government-Furnished Property



Where the agency chooses to include Government-Furnished Property (GFP) or Government-Furnished Equipment (GFE) in a solicitation or task order (TO), the agency MUST mark this section “Yes” and ensure its solicitation or TO complies with the applicable GFP/GFE detail requirements of FAR Section 45.201(a). The agency may detail the GFP/GFE information as an attachment in Section J.3. Government-Furnished Property/Equipment (GFP/GFE) Spreadsheet of this solicitation. If the agency does not plan to include GFP/GFE, the agency must mark this section as "Not Applicable" or "N/A."


GFP/GFE is listed below / in Section J.3 of this solicitation 
 
[bookmark: _Toc76654771]Department of Homeland Security Office of Emergency Communications Priority Telecommunications Services

If Telecommunication Service Priority is needed then include the paragraph below, edited appropriately, in the solicitation. Otherwise, delete this section. 

At locations indicated in Section J.2 Service Locations of this solicitation, the contractor shall fully comply and interoperate with all applicable Department of Homeland Security (DHS) Office of Emergency Communications (OEC) Priority Telecommunications Services including Telecommunications Service Priority (TSP), Government Emergency Telecommunications Service (GETS), Wireless Priority Service (WPS) and, when released, Next Generation Network Priority Services (NGN-PS). 

[bookmark: _Toc76654772]Task Order Specific Service Level Agreements (SLA)

This solicitation does not contain any agency specific SLAs that go above and beyond what is already defined in the EIS contract.

If agency included custom performance objectives as part of Section C of this solicitation it is recommended that they delete this section from the solicitation. 

[bookmark: _Toc76654773]Special Contract Requirements
[bookmark: _Toc76654774]Acquisition Selected

This section assumes that the agency will issue service orders after issuance of the task order (TO) resulting from this solicitation. Agencies have the option of including service orders within the solicitation. If an agency selects this latter approach, all service-order-related information must be added to the solicitation (see Section G.3 Ordering of the EIS contract). The task order issued may either be Fixed Price or Time and Material.

The AGENCY NAME has selected the EIS contract. A Fixed Price with Economic Price Adjustment (EPA) task order (TO) will be issued under the EIS contract to the successful contractor, and service orders placed under that TO. If the contractor does not have the required services or Core Based Statistical Areas (CBSAs) on contract they may submit a proposal to the agency as long as they submit a modification to GSA and include language in their response indicating what is missing and that a modification has been submitted to GSA. The contractor shall submit a contract modification as soon as possible to GSA to add to its contract any CBSAs or services that are required.

The contractor shall adhere to the terms and conditions specified in the EIS contract in addition to the service specific requirements in this solicitation. Note that this solicitation may contain requirements supplemental to those defined in the EIS contract. The contractor is responsible for recognizing and supporting those supplemental requirements.
[bookmark: _Toc76654775]Period of Performance

The task order term will be from the date of award through a base period (for example, one year) plus 11 option period(s). The overall period of performance is specified in the following table:

	
	Start Date
	End Date

	Base Period
	7/1/2020
	6/30/2021

	Option Period 1
	7/1/2021
	6/30/2022

	Option Period 2
	7/1/2022
	6/30/2023

	Option Period 3
	7/1/2023
	6/30/2024

	Option Period 4
	7/1/2024
	6/30/2025

	
	
	


[bookmark: _Toc76654776]Place of Performance

The contractor shall provide the required service(s) to the service location(s) provided in Section J.2 Service Locations of this solicitation and any future locations as they become known.
[bookmark: _Toc76654777]Optional Quantities of Services Clause

Please note that the following is only meant as guidance. The OCO is responsible to adhere to the FAR and any agency regulations. If you choose to follow GSA’s guidance please have your legal counsel review and approve. If the agency has included optional CLINs for optional quantities of services based on GSA recommendations in Section B then a clause must be created. You may choose to modify Clauses 52.217-6 and 52.217-7 for optional quantities of supplies so that they are applicable to optional quantities of services and change the number of your clause so they are no longer FAR clauses but are applicable only to your task order.

Sample text agency may use or edit: “The government may require the delivery of the CLINs identified in the solicitation as “optional to buy CLINs” at the prices negotiated at TO award. This provision allows the optional CLINs to be exercised, at the government’s discretion, more than once, in whole or in part, during the life of the TO(s). The government reserves the right to order anywhere from the minimum to the maximum quantity of the option. The OCO may exercise the optional CLINs by providing a written notice to the contractor. Delivery of the added items shall continue at the same rate negotiated at award, unless the parties mutually agree and a task order modification is executed.”
 
[bookmark: _Toc76654778]Price Refresh Clause

If you included language in Section B that ties prices to the EIS contract Economic Price Adjustment clause H.19, then you may consider including language in this section. If it is not required, it should be deleted before finalizing the document.

Sample text agency may use or edit: “The EIS contract includes a clause in Section H.19 that requires contractors to refresh contract prices prior to GSA exercising Option Period 1 in FY22 and Option Period 2 in FY28. Future price reductions from the contractor shall result in reduced prices on the awarded task order as of the date of the EIS contract price modification. The contractor shall notify the OCO, in writing, within 30 days of the executed modification on the EIS contract to reduce prices per clause H.19. Notification shall include a copy of EIS SF30 and a list of CLINs affected by the price modification.”

[bookmark: _Toc76654779]Contract Clauses

The agency should replace this page with appropriate agency contract clauses. The EIS contract clauses automatically flow down to the Task Order. Please avoid listing duplicate clauses from the EIS contract.


[bookmark: _Toc76654780]List of Attachments

Attachments included below are samples generated by SAT that may be tailored based on agency requirements. Otherwise, they should be deleted before finalizing the document.

NOTE: Double-clicking an attachment file may produce the error "Word cannot start the converter mswrd632.wpc," which is a known Microsoft issue (http://support.microsoft.com/kb/973904). Microsoft provides the following workaround: right-click on the embedded attachment (instead of double-clicking) and then select "Document Object" and then use "Open" (instead of "Convert") from the pop-up menu.

[bookmark: _Toc76654781]Pricing Spreadsheet

NOTE: Contractor pricing shall be in compliance with Section B.1 Inclusive Pricing of Services of this solicitation.




The attachment above can be used to provide a structure for contractors to provide pricing in response to the solicitation. Refer to the “Instructions to Agencies” tab in the attached spreadsheet for details on how to organize the pricing workbook.

[bookmark: _Toc76654782]Service Locations




	BEST PRACTICE: Use your existing inventory database or complete the locations spreadsheet including current services transitioning to EIS and any new EIS requirements. Complete the locations spreadsheet for every agency site location, quantities desired, and if applicable, the products or service-related equipment to be deployed. 

BENEFIT: This will help the contractors map agency current services to EIS contract services.



[bookmark: _Toc76654783]Government-Furnished Property/Equipment (GFP/GFE) Spreadsheet

Attached spreadsheet contains a list of all GFP/GFE that the contractor shall support as part of the solution to this solicitation.




This section is only to be included if your agency is using a separate spreadsheet (sample attached above) to list all required GFP/GFE. Note, as stated in Section G.5 of this solicitation, that an alternative approach is to list all such equipment at the bottom of Section G.5, in which case, this section should be deleted before finalizing the document.

[bookmark: _Toc76654784]Security Assessment and Authorization (formerly known as Certification and Accreditation [C&A]) Requirements




This section is only to be included if your agency has additional requirements for security assessment and authorization. All EIS contract holders undergo security assessment and authorization testing of their Business Support Systems (BSS) and their Managed Trusted Internet Protocol Service (MTIPS) will be issued an ATO by GSA. If this section is not required, it should be deleted before finalizing the document.

[bookmark: _Toc76654785]Additional Information

This section has been generated by SAT as a placeholder for relevant information to be inserted. If it is not required, it should be deleted along with any references to it before finalizing the document.

[bookmark: _Toc76654786]Network Interface Diagrams

	BEST PRACTICE: Include the agency’s network interface diagram(s). Whenever possible, include the agency’s network interface diagram(s) at least at a high level. 

BENEFIT: This will assist the prospective service provider(s) in fully understanding the agency’s network and facilitate better overall service solution(s) results.



[bookmark: _Toc76654787]Representations, Certifications, and Other Statements of Offerors or Respondents

The contractors completed the representations and certifications required by the FAR prior to contract award. No additional representations and certifications are required.
[bookmark: _Toc76654788]Instructions, Conditions, and Notices to Offerors or Respondents

EIS contractors are expected to review, understand, and comply with all aspects of this solicitation. It is the government’s intent for the offerors to propose a performance work statement (PWS) in response to Section C of this solicitation.

For all services (VPNS, IPVS, etc.) proposed in the offeror’s performance work statement, the offeror shall explicitly state that they will meet and be in compliance with all the functional objectives & definitions, standards, connectivity, technical capabilities, features, interfaces, and performance metrics as presented in the service sections of the EIS contract.

Questions and clarifications concerning this solicitation shall be submitted in writing via email to: name and email address, no later than Q&A Closing Date (MM/DD/YYYY).
[bookmark: _Toc76654789]Solicitation Closing Date and Time

PROPOSALS MUST BE RECEIVED ON OR BEFORE 3:00 PM EST ON XX/XX/202X.

Any proposal received by the AGENCY NAME after the due date and time will not be considered.
[bookmark: _Toc76654790]Preparation and Delivery Instructions

The proposal shall be delivered to:

    POC Name/Title
    Email
    Phone

The contractor’s response (PWS) shall be in the Uniform Contract Format (UCF), like this solicitation, and shall be submitted electronically.  The response shall contain Sections B through K.  The contractor shall uniquely label any subsections in the response that share the same numbers as subsections in this solicitation, in order to distinguish them from subsections in this solicitation. The table below provides content and format requirements for certain sections of the response:

	PWS SECTION
	CONTENT
	FORMAT
	PAGE LIMITATIONS

	B / J.1
	PRICE PROPOSAL
	MS-EXCEL
	No page limit

	C
	TECHNICAL PROPOSAL
· Technical Design and Approach
· Service Delivery, Operations and Management Approach
	PDF
	n maximum number of pages

	F
	SLAR Table
	MS-EXCEL
	No page limit

	J.5
	PAST PERFORMANCE
	PDF
	n maximum number of pages



The table above is an example generated by SAT that may be tailored based on agency requirements.
 
1) FORMAT.  All materials shall be in typeface Arial 11 point, and formatted to print on 8-1/2 x 11” white paper with one-inch margins all around. Tables and illustrations may use reduced font style but not less than 8-point. All material submitted may be single-spaced. Each page must provide identification of the submitting contractor in the header or footer.

2) MATERIALS SUBMITTED.  The contractor is advised that all submissions and related material become the property of the government and will not be returned. The technical and price proposals, if accepted by the government, will form binding parts of the task orders that result from this solicitation. Therefore, care must be taken to properly address the requirements set forth in this solicitation. 

3) PROPRIETARY DATA.  Each page of the contractor’s proposals must be reviewed and marked as to proprietary data content by the contractor in strict compliance with FAR 52.215-1. Also see FAR 3.104-4. A single blanket statement at the front of the proposal is not acceptable. Failure to mark every page will subject your proposal to public release through Freedom of Information Act (FOIA) requests.

If this solicitation addresses access diversity, and awards for the primary and redundant/diverse routes are to be made to separate contractors, add language to state that the agency will provide the primary awardee’s solution (under non-disclosure) to the secondary awardee.
 
A.4 [bookmark: _Toc76654791]Exceptions

Any exceptions taken to the requirements, clauses, provisions or terms and conditions of the solicitation shall be submitted in writing to the contracting officer’s email in accordance with Section L.2 of this solicitation prior to the submission of proposals. The offeror shall identify each requirement, clause, provision or term and condition for which exceptions and/or deviations are requested. Each exception and/or deviation identified shall be fully explained including sufficient justification as to technical problems, cost savings, and/or benefits to the government so that the government can thoroughly evaluate the offeror’s input and determine if it is in the best interest of the government to amend the solicitation. If the offeror’s explanation is not acceptable to the government, the exception and/or deviation will not be allowed, and the solicitation shall not be amended.

NO EXCEPTIONS AND/OR DEVIATIONS SHALL BE ACCEPTED AFTER THE CLOSING DATE OF THE SOLICITATION. ANY PROPOSAL CONTAINING EXCEPTIONS AND/OR DEVIATIONS MAY BE DETERMINED UNACCEPTABLE AND REMOVED FROM FURTHER CONSIDERATION.
A.5 [bookmark: _Toc76654792]Authorized Official and Submission of Proposal

An SF33, Solicitation, Offer, and Award, completed and signed by the offeror, constitutes the offeror’s acceptance of the terms and conditions of this solicitation. An official authorized to bind the organization shall sign Block 17 of SF33 (Section A of this solicitation).
 
Offers signed by an agent are to be accompanied by evidence of their authority. If any amendments to the solicitation are issued, the offeror shall acknowledge each amendment number and date in Block 14 of the SF33.
 
The offeror’s Legal Name and Address in Block 15A on the SF33 shall match the information for the offeror in the System for Award Management (SAM) system at https://www.sam.gov. Each offeror shall furnish the information required by the solicitation.
 
Offerors are expected to read the entire solicitation. Failure to do so shall be at the offeror’s own risk.
A.6 [bookmark: _Toc76654793]Assumptions and Conditions

All assumptions and/or conditions shall be listed and discussed. The assumptions and/or conditions shall be included in the area of the solicitation affected by the assumption and/or condition. The resolution for each shall be thoroughly detailed and documented.
 
If the assumption or condition simply restates or agrees with the terms and conditions of the solicitation, the government may waive the requirement for the offeror to provide a detailed resolution.
 
The government reserves the right to reject any proposal that includes any assumption or condition that is a deviation from the government’s requirements.
A.7 [bookmark: _Toc76654794]Task Order

Agency should specify the number of task order(s) it intends to award as a result of this solicitation. Scenarios include:

1. A single (1) task order to a single (1) contractor
2. Multiple task orders to a single (1) contractor
3. Multiple task orders to multiple contractors

For any case where the agency may award multiple task orders, the agency should provide details on how pricing and technical details should be organized (i.e., by service, geographic region, primary vs backup, etc.) in Section L.3 Detailed Instructions – Price Proposal and Section L.4 Detailed Instructions – Technical Proposal of this solicitation.  In addition, the pricing spreadsheet(s) in Section J.1 and the requirements in Section C of this solicitation should also be organized to clearly identify which requirements are associated with each potential task order.

Also if you plan to award to multiple offerors and/or task orders you must specify in Section M Evaluation Factors for Award of this solicitation how you determine who gets awarded each TO.

NOTE: Access Arrangements cannot be the sole service in a task order.

[bookmark: _Toc76654795]Detailed Instructions – Price Proposal

The text below makes several references to TUCs (Task-Order Unique CLINs). If the agency intends to accept only existing fixed price CLINs that are on the EIS contracts, that should be stated and the references to TUCs removed.

Contractors shall use the price model provided in Section J.1 Pricing Spreadsheet of this solicitation to prepare their price proposals. The model contains the baseline service requirements (i.e., bandwidth, data rates, access type, routine/critical) by service site locations. The list of service locations is provided in Section J.2 Service Locations of this solicitation. The contractor shall identify the CLINs needed to provide services for each location, including TUCs if necessary, as well as any non-recurring charges (NRC) that they will waive for the purposes of transition.  The contractor may add rows, columns, or worksheets to accommodate the required pricing information.

The price model along with the CLINs for each site code (service locations) identified in Section J.2 of this solicitation will be used to determine price reasonableness and the prices of the proposed services to meet the AGENCY NAME‘s requirements. 

In the price model, the contractor shall provide all the Service Related Equipment (SRE) necessary and sufficient to enable the government to implement all proposed services on an end-to-end basis. For pricing purposes, the contractor shall identify each SRE by its separately priced components, as described in Section B.2.10 Service Related Equipment of the EIS contract.

Where service-related labor is proposed, the proposed CLINs and/or TUCs shall be indicated in the price proposal.

The price proposal must be submitted as a separate document from the Technical Proposal. While there is no page limit for the Price Proposal, the contractor must provide the necessary detail and supporting information to address the solicitation requirements and to allow a complete analysis of each line item price.  

Pricing proposals for services, features or capabilities pricing information should be consistent with the structure and content in Section B of the EIS contract. Contractors shall provide a listing of any new TUCs proposed, and shall map those proposed TUCs to the technical requirements in their proposal. Task Order specific pricing should be submitted wherever practical.

The contractor’s price proposal shall include price schedules for the services, related priced features, and Service Related Equipment (SRE) and related service options as required in this solicitation. Responses shall include price schedules for all contract periods including all option years. The price tables must specify the EIS contract year, and the associated start date and end date. The contractor shall clearly identify any location that is in a CBSA that is currently not included in the contractor’s EIS contract.

Prices shall be fixed, or on a time and materials basis, for all services and features for each applicable fiscal year within the contract period. TUC prices shall be developed under the procedures described in the EIS contract.

Contractors are required to submit their pricing using the pricing template in Section J.1 Pricing Spreadsheet of this solicitation. Failure to do so may result in the proposal being removed from consideration.
[bookmark: _Toc76654796]Detailed Instructions – Technical Proposal

The contractor’s technical proposal shall address each paragraph and subparagraph of Section C Requirements of this solicitation and shall meet and comply with all requirements in this solicitation. The contractor shall demonstrate a clear understanding of the requirements and shall follow the Technical Proposal format described below, referencing the paragraph and section numbers in the solicitation. If the contractor simply restates the requirements in Section C of this solicitation, the contractor’s proposal will be removed from consideration for award.
The contractor must stipulate that it has read, understands, and will meet the government’s requirements. 

The technical proposal shall include a detailed description of the contractor’s proposed solution including associated Service Related Equipment (SRE) and installation procedures.

All critical information supplied by the contractor shall be identified and summarized in the technical proposal. Not included in the page limitation are the following:  

· Cover/title page 
· Table of contents
· Executive summary
· Divider pages
· Table summarizing the qualifications of proposed personnel

The technical proposal shall include both the technical design approach and the service delivery, operations and management approach and shall be organized into the sections listed below. This structure follows the technical evaluation criteria listed in Section M.2 of this solicitation.
[bookmark: _Toc76654797]Factor 1: Technical Design and Approach

	Agencies must state what they want the contractors to submit for evaluation for the Technical Design and Approach factor.  Below is a suggested list of potential sub-factors the agency can use.  The agency can choose to edit, modify, or delete these as well as include additional sub-factors as required.  For any sub-factors below that are not used the agency must delete the corresponding section from the solicitation.

Suggested Sub-factors:
Sub-factor 1: Transition
Sub-factor 2: Technical Design
Sub-factor 3: Network & Cyber Security
Sub-factor 4: Performance & Availability




[bookmark: _Toc76654798]Transition Sub-Factor

The offeror shall provide a draft Transition Plan/Schedule.

	The agency must state what it wants the contractors to submit for evaluation for the Transition sub-factor.  The agency can choose to edit, modify, or delete any of these bullet items as well as include additional items as required:

Suggested Text:
“The transition approach shall address the following:
· Transition approach shall be sufficiently specific, detailed, and complete to demonstrate a clear and full understanding of the work, interdependencies, risks (including any required contract modifications), and risk management
· The offeror shall address the billing, service ordering, trouble reporting, and customer service processes that are unique for transitioning onto EIS. The offeror shall describe how it will coordinate with other incumbent providers to ensure a smooth, successful, and timely transition.
· A comprehensive Transition Plan for moving existing data communications, telecommunications and voice services to the EIS contract and has presented a realistic strategy for next generation voice, video, data, and collaboration services
· The offeror shall describe its approach to assisting AGENCY NAME with selecting new or enhanced services to replace services on expiring contracts. The offeror shall identify incentives, if any, to expedite transition.
· Timing, reasonableness, and completeness of the proposed transition schedule
· Approach to validating transition readiness, the cutover strategy, and the proposed escalation procedures for close monitoring and reporting of implementation progress, identification of critical issues that may arise, and keeping AGENCY NAME apprised of the possible risks that could develop
· Approach to ordering and implementation, including acceptance testing
· Extent to which the contractor's proposed solution effectively addresses AGENCY NAME’s requirement to assure the continuous availability of the data and voice communications networks, plans for risk mitigation and service assurance and the approach and safeguards to assure there is no impact on AGENCY NAME
· The offeror shall describe how it will ensure a superior customer experience and customer support throughout the transition.  This may include an outline for any transition handbooks or guides it will make available to AGENCY NAME and indicate the target date for publication.”


[bookmark: _Toc76654799]Technical Design Sub-Factor

The proposal shall contain the technical design elements/components and their advantages.  The technical solution must thoroughly describe in narrative form the technical requirements and must be sufficiently specific, detailed, and complete to clearly and fully demonstrate the techniques and procedures the contractor will employ to meet the agency’s requirements.

	Agencies must include instructions of what they want the contractors to submit for evaluation for this sub-factor.  Suggested items include, but are not limited to the following:

· The degree to which the contractor’s service offerings meet or exceed the requirements of this solicitation 
· The level of understanding of the requirements
· Technologies used for the solution
· A design diagram (i.e., network interface diagram, process diagram, network architecture and topology, etc.) may be provided to identify and describe the critical components of the proposed solution. 
· If this solicitation requests access diversity, contractor shall provide diagrams/maps addressing both primary and secondary routes to an adequate level of detail (i.e., street level and name of contractor providing last mile services).
· Appropriate details describing the interoperation between agency’s legacy services and the proposed network architecture
· Extent to which proposed services and features can evolve over the term of the EIS contract
· Approach to aggregation of Access Arrangements and Service Delivery Points where possible.  
· Approach to quality management, including how the contractor will ensure that all services delivered meet performance standards and that deliverables meet requirements for timeliness, accuracy, and completeness.


[bookmark: _Toc76654800]Network & Cyber Security Sub-Factor

The proposal shall contain the technical design elements/components and their advantages along with a description of its proposed network architecture that clearly articulates how the architecture will support all offered services identifying where those services will be performed in relation to the proposed architecture.  The technical solution must thoroughly describe in narrative form the technical requirements and must be sufficiently specific, detailed, and complete to clearly and fully demonstrate the techniques and procedures the contractor will employ to meet the agency’s requirements.

	The agency must include instructions of what it wants the contractors to submit for evaluation for the Network & Cyber Security sub-factor.  The agency can choose to edit, modify, or delete the following suggested text.

Suggested Text:
“The offeror’s proposal shall describe the following items:
· Technologies used for the solution
· A design diagram (i.e., network interface diagram, process diagram, network architecture and topology, etc.) may be provided to identify and describe the critical components of the proposed solution
· If this solicitation requests access diversity, contractor shall provide diagrams/maps addressing both primary and secondary routes to an adequate level of detail (i.e., street level and name of contractor providing last mile services)
· The benefits (performance and cost) of the proposed architecture
· Ease of implementation, management, and use
· Whether the data and voice networks can evolve over the term of the EIS contract, adding newer technologies (Software Defined Networking (SDN), Network Function Virtualization (NFV), 5G, etc.) as they reach maturity, achieve commercial availability, or are added to EIS and become affordable at more sites
· The manner and extent to which the proposed solution ensures interoperation between AGENCY NAME’s legacy services and the new network architecture
· Approach to aggregation of Access Arrangements and Service Delivery Points where possible

The contractor shall comply with all security Assessment and Authorization (A&A) Authority to Operate (ATO) requirements mandated by federal laws, directives and policies, including making available any documentation, physical access, and logical access needed to support this requirement. The level of effort for the security assessment and authorization is based on the system’s NIST FIPS Publication 199 categorization.

The offeror’s system shall have the capability to provide a valid security A&A prior to being placed into operation and processing AGENCY NAME information. Failure to obtain and maintain a valid assessment and authorization will be grounds for termination of this TO.

The offeror shall describe its approach to network security and ensure that all network traffic is in conformance with AGENCY NAME’s Authority to Operate (ATO) requirements including:
· Adherence to requirements for protecting Personally Identifiable Information (PII) while conforming to the Privacy Act, Title 5 of the U.S. Code, Section 552a and applicable agency rules and regulations
· Demonstrated completeness of the implementation of security controls, including minimum required and additional security control enhancements, and on the adherence to applicable NIST, FISMA, and OMB standards
· Effectiveness of particular control metrics and the relevance of the metrics to the effectiveness of controls in reducing security risks
· Availability and security protection provided for internet and cloud users by the TIC function”


A.7.1.1 [bookmark: _Toc1142282][bookmark: _Toc76654801]Performance & Availability Sub-Factor

The contractor shall provide the proposed availability by segment {i.e., Transport and Access Arrangement (AA)} for each service used in the proposal and the service level (routine and critical). The proposal shall identify how the proposed values equal or exceed the requirements in this solicitation. The proposal shall identify how resiliency is achieved for points of presence and for the backbone network.

· The contractor shall provide a description of performance metrics (such as mean time to repair) and monitoring that will ensure reliability and availability of the required service(s).
· The contractor shall provide recent historical Availability Data or a Service Level Agreement (SLA) Performance Report for their network for at least a six month period of time.
[bookmark: _Toc76654802]Factor 2: Service Delivery, Operations and Management Approach

	Agencies must include instructions of what they want the contractors to submit for evaluation for the Service Delivery, Operations and Management Approach factor.

Suggested Sub-factors:
Sub-factor 1: Management Approach


A.7.1.2 [bookmark: _Toc76654803]Management Approach Sub-Factor

The proposed solution shall describe a logical sequence of events, including a proposed implementation timeline needed to make the implementation a success. The proposed solution shall demonstrate coordination with other parallel services from the agency’s current service provider and other support contractors.  If the agency requires a service in CBSAs where the contractor does not currently provide that service, the contractor shall identify the affected locations, submit a modification to GSA and indicate that a contract modification has been submitted in its proposal.

(a) The contractor shall provide labor categories and labor hours, the flow of project management and implementation activities from start to completion (including schedule).

(b) The contractor shall provide its procedures for close monitoring and reporting of implementation progress, identification of critical issues that may arise and keeping the agency apprised of the possible risks that could develop.

(c) The contractor shall provide its organizational structure including policies, procedures, and techniques for managing the proposed work to include subcontractors. The contractor‘s shall provide its approach to quality management of the required support services through surveillance, organizational structure, staffing and utilization, and distribution of the workforce in meeting contract requirements, cost constraints, and schedules.

(d) The contractor shall provide an organizational chart including managerial and critical positions within the organizational chart.

(e) Any assumptions made must be listed.

If the agency has additional proposal instructions above and beyond the instructions stated in this solicitation, they may be provided in this section.  Conversely, an agency is not required to use any or all of the instructions contained herein. 

[bookmark: _Toc76654804]Factor 3: Past Performance

Agencies must state what they want the contractors to submit for evaluation for the Past Performance factor.

Agencies are encouraged to use the Past Performance Information Retrieval System (PPIRS) to obtain information about EIS contractors’ previous performance. Language describing that you will use PPIRS must be included in this section.

The agency may also request additional Past Performance information from the contractor.  In this case, the agency should direct the contractor to provide the requested Past Performance details.

[bookmark: _Toc76654805]Protests

The agency shall include information regarding protests in this section.  Below is sample text from the FAR that the agency may use. 

52.233-2 Service of Protest (SEP 2006)
1. Protests, as defined in Section 33.101 of the Federal Acquisition Regulation, that are filed directly with an agency, and copies of any protests that are filed with the General Accounting Office (GAO), shall be served on the OCO by obtaining written and dated acknowledgment of receipt from the OCO at the address listed in Block 7 on Standard Form 33.
2. The copy of any protest shall be received in the office designated above within one day of filing a protest with the GAO.

[bookmark: _Toc76654806]Evaluation Factors for Award

	BEST PRACTICE: Provide evaluation criteria. The evaluation criteria developed to assess proposals should consist of the factors and sub-factors that reflect the areas of importance to your agency in its selection decision and shall be expressed in your solicitation. The nature and types of evaluation criteria used are within the broad discretion of the agency, depending directly upon the unique agency requirements. Ordering contracting Officers (OCO)s must include price as one of its evaluation factors and should consider evaluation factors such as past performance, technical approach, management approach, transition approach, quality of deliverables, or other relevant factors. State the factors – technical, management, past performance, price, etc. - that will be used in the evaluation, including relative values of importance. Be certain that all important requirements have a corresponding evaluation factor so that proposals can be properly differentiated.

BENEFIT: Proposals that are more responsive to agency needs.

NOTE: FAR 16.505 (b)(1)(v)(B) does not strictly require formal evaluation plans or scoring of quotation/proposals.



The government will evaluate the contractor’s proposal to determine if the service offerings satisfy the specific requirements under this solicitation, based on the evaluation factors defined in this section. To result in an award, the contractor’s proposal must demonstrate the ability to satisfy all technical requirements as set forth in Section C Requirements and must conform to all required terms and conditions of the EIS contract.

The government may award a contract based on the initial proposal without discussions or negotiations with contractors. Therefore, it is important that each proposal be fully compliant, without exception to any requirement, clause, or provision.  Contractors should submit initial proposals which respond most favorably to the solicitation’s requirements.

Refer to Section L.6 Task Order of this solicitation for additional details to include on how the evaluation should be addressed from a task order perspective.

[bookmark: _Toc364293175][bookmark: _Toc364867959][bookmark: _Toc76654807]Evaluation Type

Note: The agency should select either Best Value with Tradeoffs or Lowest Price Technically Acceptable (LPTA). Delete all information in this template relevant to the method that was NOT selected. Where award is made on a best value basis, the order shall include a written statement documenting the basis for award and the relative importance of quality and price factors.

The award will be made to the offeror that presents the overall best value to the government using a Best Value with Tradeoffs evaluation process.



	

SUGGESTED EVALUATION LANGUAGE 
IF BEST VALUE WITH TRADEOFFS IS SELECTED BY THE AGENCY
(Agency may remove or modify the narratives below)

The government anticipates awarding a task order to the contractor whose proposal represents the best value, price and other factors considered.

(a) The government intends to evaluate proposals and may award a contract without discussions.  However, the government reserves the right to conduct discussions if determined by the CO to be necessary. Therefore, each initial offer should contain the contractor’s best proposal from both a price and a technical standpoint.

(b) Proposals received in response to this solicitation will be evaluated by the AGENCY NAME pursuant to the Federal Acquisition Regulation (FAR), and in accordance with the evaluation criteria set forth herein. The government intends to make one award to the responsible contractor whose proposal, conforming to the solicitation, is determined most advantageous to the government, all technical and price factors considered.

(c) The relative importance of the evaluation factors is as follows:
· Non-price factors are shown in descending order of importance and will be evaluated by assigning an adjectival rating.
· All evaluation factors other than price when combined are approximately equal to price.
(d) Contractors are reminded that the government is not obligated to award a task order on the basis of lowest proposed price, or to the contractor with the highest technical capability.

(e) The Contracting Officer (CO) will make the award to the contractor whose proposal offers the best value to the government considering both technical and price factors.




[bookmark: _Toc283370320][bookmark: _Toc295225251][bookmark: _Toc364293176][bookmark: _Toc364867960][bookmark: _Toc365226852][bookmark: _Toc76654808]Technical Evaluation Criteria

The government will review the responses to this solicitation to ensure that contractors have addressed the requirements outlined in Section C Requirements of this solicitation and are sufficient in detail and clarity to allow the government to determine whether the proposed services, technical approach, and agency-specific solutions are acceptable, or if the government desires to enable the AGENCY NAME CO to identify items for discussions.

The technical evaluation criteria will serve as the standard against which all technical proposals will be evaluated and will serve to identify the significant discussion items that contractors should address in their proposals. The AGENCY NAME realizes that each contractor selected as one of the EIS contractors has successfully demonstrated to the government that its services are acceptable.


	
SUGGESTED TECHNICAL EVALUATION CRITERIA

This section contains suggested text regarding the Technical Evaluation Criteria for this solicitation.  Not all of these factors and their corresponding sub-factors will apply to every solicitation. The agency must review, revise as necessary, and delete the factors/sub-factors and associated sub-sections below that do not apply to their solicitation.

Note: The Factors and sub-factors in this section must match with those stated in Section L.8 Detailed Instructions – Technical Proposal of this solicitation.

The government will evaluate the contractor’s proposal based upon the following factors and their sub-factors:

1) Factor 1: Technical Design and Approach
Suggested Sub-factors:
Sub-factor 1: Transition
Sub-factor 2: Technical Design
Sub-factor 3: Network & Cyber Security
Sub-factor 4: Performance & Availability

2) Factor 2: Service Delivery, Operations and Management Approach
Suggested Sub-factors:
Sub-factor 1: Management Approach

3) Factor 3: Past Performance

The contractor’s Technical Proposal must be acceptable on all sub-factors.

The evaluations will be based on the factors and sub-factors listed in descending order of importance for each and what the proposal should provide to meet the minimum technical acceptability standards.

The government will evaluate each of the contractor’s technical proposals to determine if the service offerings satisfy the specific requirements.

[bookmark: _Toc76654809]Factor 1: Technical Design and Approach

The technical design and approach will be evaluated based on the extent to which the offeror followed instructions from Section L of this solicitation, the proposal demonstrates a clear understanding of the agency’s goal(s) and the degree to which the proposed technical design and implementation approach is technically and managerially sound and likely to produce results and meet the objectives of the goal(s) as described in this solicitation.
[bookmark: _Toc76654810]Transition Sub-Factor

The transition sub-factor will be evaluated based on the extent to which the proposed solution effectively addresses the agency’s instructions as stated in the corresponding subsection under Section L of this solicitation.
[bookmark: _Toc76654811]Technical Design Sub-Factor

The technical design sub-factor will be evaluated based on the extent to which the proposed solution effectively addresses the agency’s requirements as described in Section C of this solicitation and the agency’s instructions as stated in the corresponding subsection under Section L of this solicitation. The technical aspects of the design will be evaluated under this sub-factor.
[bookmark: _Toc76654812]Network & Cyber Security Sub-Factor

The network & cyber security sub-factor will be evaluated based on the extent to which the proposed solution effectively addresses the agency’s instructions as stated in the corresponding subsection under Section L of this solicitation.
[bookmark: _Toc76654813]Performance & Availability Sub-Factor

The performance & availability sub-factor will be evaluated based on the extent that the proposed solution demonstrates how it will achieve performance and availability requirements in accordance with the requirements described in Section C of this solicitation and the agency’s instructions as stated in the corresponding subsection under Section L of this solicitation.
[bookmark: _Toc76654814]Factor 2: Service Delivery, Operations and Management Approach
[bookmark: _Toc76654815]Management Approach Sub-Factor

The management approach sub-factor will be evaluated based on the extent to which the contractor’s management approach demonstrates best practices, reasonableness, and realism.

(a) The agency will evaluate the realism of the staffing proposed including labor categories and labor hours proposed, the flow of project management, and implementation activities from start to completion (including schedule).

(b) The agency will evaluate whether the approach is sufficiently specific, detailed, and complete to demonstrate a clear and full understanding of the work, risks (including required contract modifications), and risk management.

(c) The agency will evaluate proposed escalation procedures for close monitoring and reporting of implementation progress, identification of critical issues that may arise and keeping the agency apprised of the possible risks that could develop.

(d) The agency will evaluate the reporting assignment of key personnel as well as managerial and critical positions within the organizational chart for completeness, reasonableness, appropriateness, and effectiveness.

(e) The agency will evaluate the realism, effectiveness, and efficiency of the contractor’s proposed organizational structure, including policies, procedures, and techniques for managing the proposed work to include subcontractors. This evaluation will include the contractor‘s approach to quality management of the required support services through surveillance, organizational structure, staffing and utilization, and distribution of the workforce in meeting contract requirements, cost constraints, and schedules.

(f) The agency will evaluate the reasonableness of any assumptions made in preparing a response to this solicitation.
[bookmark: _Toc76654816]Factor 3: Past Performance

The offeror will be evaluated with respect to its past performance of projects similar in size and scope to the requirements in this solicitation.

This assessment will consider the five (5) most recent relevant ratings available in the Past Performance Information Retrieval System (PPIRS) that are of similar size and scope to the work effort described in this solicitation. It is presumed that offerors have previously had an opportunity to respond to adverse past performance for ratings that were entered in the Contractor Performance Assessment Reporting System (CPARS) and subsequently loaded into PPIRS; therefore, offerors will not be provided another opportunity to address adverse past performance if their PPIRS ratings are used as part of the evaluation.

Past performance will be evaluated by assigning an adjectival rating based on:

1. Relevant History. Degree to which the offeror demonstrates relevant history on projects and contracts of similar size and scope to the services sought in this solicitation.

2. Customer Satisfaction. Level of customer satisfaction with delivering services on projects and contracts of similar size and scope to those sought in this solicitation.

With regard to the government’s evaluation of past performance, offerors should note:

“In the case of an offeror without a record of relevant past performance or for whom information on past performance is not available, the offeror will receive a neutral rating.”



[bookmark: _Toc364293177][bookmark: _Toc364867961][bookmark: _Toc76654817]Price Evaluation Criteria

Clearly state what prices are included in the Total Evaluated Price of each task order and how it is calculated.

	 
SUGGESTED EVALUATION LANGUAGE 
FOR PRICE EVALUATION CRITERIA USED IN THE TRADEOFF PROCESS
(Agency may remove or modify the narratives below)

Total Evaluated Price

For each task order, the government will evaluate offers for award purposes by adding the total price for the mandatory CLINs to the total price for all optional CLINs for all years (base period of performance and all option years). Evaluation of optional CLINs and option periods will not obligate the Government to exercise the option(s).
1) The government is required to evaluate price in all acquisitions. 
2) Price evaluation will consist of a review of the price portion of a contractor’s proposal to determine if the resulting overall price to the government proposed is realistic for the work to be performed, if the prices reflect an accurate understanding of the requirements, and if the price is consistent with the Technical Proposal.  
3) Evaluation of the price proposal will consider but not be limited to the following:
· Price reasonableness and completeness of the price proposal and supporting documentation
· Overall price control/price savings evidenced in the proposal
· Verify the contractor’s understanding of the requirements
· Assess the degree to which the price proposal accurately reflects the technical approach and proposed work effort
· Evaluation of mandatory CLINs for the base period and option years
· Evaluation of optional CLINs
4) The closer the technical capabilities of the various proposals are to one another, the more important price considerations will become. The evaluation of proposed prices may therefore become a determining factor in the award as technical capabilities converge.
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REMOVE THIS SHEET BEFORE RELEASING SOLICITATION!


Pricing Workbook Instructions to Agencies

1. Introduction 

The agency may choose to use this workbook for obtaining proposed pricing. 

This tab explains what information the agency should enter to prepare the sheet for respondents. 

Note that the pricing sheets (Base Period and Option Period 1) contain formulas that do automatic error checking and calculations. These formulas should not be altered.  


2. Workbook Structure

The workbook contains separate worksheets for the base period and for one option period of the task order. The "Option Period 1" sheet should be duplicated as many times as necessary, and the period dates adjusted, to cover all option periods for which the agency wishes to obtain pricing. The Start Date and End Date of each task order period is in row 3 of the corresponding worksheet; this is the only information that should be entered by agencies in these sheets. The period length is used in the Total Price calculation in column O. 

The workbook contains additional worksheets for catalog-based prices such as service-related equipment and cloud services. The contractors will enter proposed service and device class discounts into these worksheets. Resulting prices will be entered by the contractor into the appropriate rows of the Base and Option Period worksheets as NRCs for equipment to be purchased outright, or as MRCs or Usage prices, as appropriate.




REMOVE THIS SHEET BEFORE RELEASING SOLICITATION!
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Pricing Workbook Instructions to Contractors

1. Introduction 

Respondents must use this workbook to submit all proposed pricing to <<Agency>> for the <<Name>> task order. 

This tab explains how the required information should be entered. It is VERY IMPORTANT that respondents follow these instructions carefully as incorrect use of the workbook could result in incorrect bids.  

Note that alteration of any of the formulas or rules in this workbook shall be considered to be an exception to the task order terms and conditions and may result in elimination of the contractor from consideration. Columns O, P & Q contain the pricing formulas. Columns M and N are controlled by conditional formatting rules that alert users to improper date entries. 


2. Workbook Structure

This workbook contains a worksheet for the base period and for each option period of the task order. In cases where one or more alternative solutions are being proposed, the contractor shall create, for each alternative solution, a set of worksheets addressing the base period and each option period.

The length, Start Date and End Date of each task order period is in row 3 of the corresponding worksheet; the period length is used in the Total Price calculation in column O. 

Note that Task Order Unique CLIN (TUC) numbers will comprise the task order number (to be assigned) and the case number; the latter is to be provided by the contractor. 


3. Data Entry

Contractors shall limit their data entry to the Contractor Name field in row 4 and the cells below the light blue headers (columns A-N), starting in row 7. 


4. Inserting Additional Rows

(1) To insert single row: Select the row # of an empty row.

OR

To insert multiple rows: Select the row # of an empty row and drag it down to select the number of rows you want to insert. 

(2) Make sure you are on the "Home" tab on the top menu ribbon. 

(3) Find the "Cells" sub-menu on the left and click "Insert". This will insert the number of rows you have selected along with their formulas. 

(4) Continue to click "Insert" until the needed number of rows have been added. 


5. Determination of CLINs and Quantities

Contractors should examine Section C of the solicitation, including the <<Agency>> Locations workbook in Section J.2 and any other relevant sections or attachments, to determine the appropriate CLINs and quantities required to meet the agency's needs. In those cases where specific items, their sizes, and quantities are specified by the agency (for example, one 100 Mbps E-LAN connection at a specific location) the contractor shall use the agency specification; otherwise the contractor shall estimate the required quantities and include that estimate.

6. Pricing Optional CLINs
Offerors shall provide prices for all CLINs (mandatory and optional) in this workbook.
Optional CLINs are derived from services and features that an agency may order.  Optional CLINs represent a legitimate need based on such things as potential future requirements, forecasted data and estimated quantities but are only ordered if and when the agency chooses to do so. In contrast, mandatory CLINs are derived from services and features that the agency is guaranteed to order.

7. Instructions for Completing Each Column

Column A: Site Name - Enter the name of the site. This should be obtained from the Agency Sites tab of this workbook. For two-sided services, enter the names of both sites, separated by a hyphen.

Column B:  Network Site Code - Enter the network site code for the site. This should be obtained from the Agency Sites tab of this workbook.

Column C: Terminating Site Code (if necessary) - For CLINs pertaining to "two-sided" services (e.g., Private Line Service), enter the code for the terminating side of the link. Otherwise leave blank. (Note that a two-sided service link needs to be entered only once.)

Column D: EIS Service Name - Enter the name of the EIS service that is being proposed to the agency. If a service defined in the contractor's EIS contract is being proposed, the entered name should match that in the contractor's EIS contract.

Column E: CLIN - If the proposed service has a CLIN defined on the contractor's EIS contract, enter that CLIN. If the CLIN is a TUC, enter "TUC".

Column F: Mandatory/Optional - Enter 'M' if Service/CLIN has been identified by the agency as mandatory.  Enter 'O' if service/CLIN has been identified by the agency as optional.

Column G: Description - Enter the description of the CLIN. If the CLIN is defined on the contractor's EIS contract, enter the description from the contract. If the CLIN is a TUC, enter a description of that TUC.

Column H: Case Number - This column is to be used only for ICB CLINs, including TUCs. Enter a unique numerical value if the proposed item is ICB. Otherwise, leave blank.

Column I: Catalog Class ID - For catalog-based pricing, enter the appropriate class ID for the item. Otherwise leave blank. See additional instructions below for catalog pricing.

Column J: Price - Enter the proposed non-recurring charge (NRC), monthly recurring charge (MRC), or usage price for the item. 

Column K: Frequency - Indicate whether the proposed price in Column I is an NRC, MRC, or usage price.

Column L: Charging Unit - Enter the charging unit for the item. If the CLIN is defined on your contractor's EIS contract, use the charging unit value from the contract. 

Column M: Quantity - Enter the quantity in terms of the charging unit. If the quantity is specified by the agency in the Agency Sites tab or elsewhere in the solicitation, the contractor shall use that specified quantity. Otherwise the contractor shall estimate the required quantity using data from the solicitation.

Columns N & O: Price Start Date & End Date - Enter the start and end dates for the entered price. NOTE: These columns are controlled by conditional formatting rules that alert users to improper date entries. 

Column P: Total Price - This value is calculated by the worksheet. Contractors shall not alter the formulas in this column. 


7. Special considerations for Catalog-based Prices

Additional Worksheets are provided for catalog-based prices such as service-related equipment and cloud services. The contractor shall enter proposed service and device class discounts into these worksheets. Resulting prices shall be entered into the appropriate rows of the Base and Option Period worksheets as NRCs for equipment to be purchased outright, or as MRCs or Usage prices, as appropriate.





Base Period

		Pricing Worksheet - Base Period

		 				 		 

		Start Date: 				End Date:

		Contractor Name: 

		Contractor Only Input																														DO NOT ENTER

		Site Name		Network Site Code
(8 digit)		Terminating Site Code (for two-sided services)		EIS Service Name		CLIN		Mandatory / Optional (M/O)		Description		Case Number		Catalog Class ID (catalog pricing only)		Price		Frequency:
NRC
MRC
Usage		Charging Unit		Quantity		Price Start Date		Price End Date		Total Price		calc price start date		calc price end date

																																$   - 0				

																																$   - 0				

				 																												$   - 0				

				 																												$   - 0				

				 																												$   - 0				

				 																												$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																														 		$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																				 		 		 		 		 		 









								 																										 		 

																														 



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Option Period 1

		Pricing Worksheet - Option Period 1

		 				 		 

		Start Date: 				End Date:

		Contractor Name: 

		Contractor Only Input																														DO NOT ENTER

		Site Name		Network Site Code
(8 digit)		Terminating Site Code (for two-sided services)		EIS Service Name		CLIN		Mandatory / Optional (M/O)		Description		Case Number		Catalog Class ID (catalog pricing only)		Price		Frequency:
NRC
MRC
Usage		Charging Unit		Quantity		Price Start Date		Price End Date		Total Price		calc price start date		calc price end date

																																$   - 0				

																																$   - 0				

				 																												$   - 0				

				 																												$   - 0				

				 																												$   - 0				

				 																												$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																														 		$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																																$   - 0				

																				 		 		 		 		 		 









								 																										 		 

																														 



























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Cloud Service

		Cloud Service Catalog – Service Class Discount Table

		Service Class  ID*		Service Class Description		Task Order Number		Percentage Discount from OLP		Start Date		Stop Date







Wireless Dom-to-Non-Dom

		Domestic to Non-Domestic Mobile Calling Class Discount Table

		Class Discount ID*		Class Description		Task Order Number		Percentage Discount from OLP		Start Date		Stop Date







Wireless Int'l Mobile Roaming

		International Mobile Roaming Class Discount Table

		Class Discount ID*		Class Description		Task Order Number		Percentage Discount from OLP		Start Date		Stop Date







Commercial Mobile Satellite

		CMSS Data Class Discount Table

		Data Class  ID*		Class Description		Task Order Number		Percentage Discount from OLP		Start Date		Stop Date







Managed Security

		Managed Security Service Catalog – Service Class Discount Table

		Service Class  ID*		Service Class Description		Task Order Number		Percentage Discount from OLP		Start Date		Stop Date







Service Related Equipment

		SRE  Device Class Discount Table

		Device Class  ID*		Device Class Description		Task Order Number		Percentage Discount from OLP		Start Date		Stop Date







DropDownValues

		 				 

		 				 

		 

		NRC

		MRC

		Usage
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Instructions to Agencies



&F	


REMOVE THIS SHEET BEFORE RELEASING SOLICITATION!


Locations Workbook Instructions to Agencies

1. Introduction 

This tab explains what information the agency should enter to prepare the sheet for respondents. 


2. Workbook Structure

This workbook contains an "Agency Sites" worksheet, which the agency should use to enter information about each site. 


3. Instructions for Completing Columns in the Agency Sites Sheet

Important: Agencies should customize this sheet to meet their unique needs. Not all columns in the Agency Sites sheet will be applicable; agencies should delete those columns that do not apply to their situation. Agencies should also add columns if additional information needs to be conveyed to contractors. 

The use of most columns should be self-explanatory. Specifics for some of the columns are:

Column A:  Network Site Code - Enter the network site code for the site. This should be obtained from the locations data in Attachment A.

Column B: Site Name - Enter the name of the site. For two-sided services, enter the names of both sites, separated by a hyphen.

Column D: Terminating Site Code (if necessary) - For "two-sided" services (e.g., Private Line Service), enter the Network Site Code corresponding to the Network Site Code in Column D (caution: do not enter the same connection twice). 

If the agency is transitioning from another contract to EIS, information about the other contract may be of use to contractors. That information can be entered in the next three columns.

Column E: Current Contract - Enter the name of the current contract (e.g., Networx).

Column F: Current Contract Service Name - If the service is currently provided to the agency on another contract, enter the name of that service.

Column G: Current Contract CLIN - If the service is currently provided to the agency on another contract and the CLIN is known, enter the CLIN.

The sample data in the first few rows of the worksheet should be replaced with actual agency data.

REMOVE THIS SHEET BEFORE RELEASING SOLICITATION!
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Locations Workbook Instructions to Contractors


How to Use this Workbook

Contractors should examine Section C of the solicitation, including the Agency Sites tab of this workbook and any other relevant sections or attachments, to determine the appropriate CLINs and quantities required to meet the agency's needs. 







Agency Sites

		Basic Site Information								Current Contract Information						Expanded Site Information																								Telecommunications: Data Communications																				Telecommunications: Voice Services								Telecommunications: Voice Services / PBX								Telecommunications: Other Services								Special Site Information				Other Information																		Mobile Users (wireless phone and/or data card) 		Home users (access via Internet)		Business Partners Access Via VPN

		Network Site Code		Site Name
(e.g., common site name, site reference number or name, NA)		Postal Address 
(e.g., number, street name, Floor, etc.).
If applicable, include vanity address		Terminating Site Code (for two-sided services)		Current Contract:
Networx
WITS
LSA		Current Contract  Service Name		Current Contract CLIN		City Name		State		ZIP		Site Survey (Yes [Phone or Physical], Not needed)		Inside Wiring Needed (Yes/No)		Site Operations:
- NOC
- Service center
- Call center
- Data center
- ONAP
- Other (define)		Building Ownership (e.g., Federal Government, State Government, Data Center Provider Name, Commercial)		Number of  employees		Quantity & Organization of "Other" personnel on site using Agency assets  (e.g., contractors)		Describe special configs for "other resources" or NA		Freeform site comments (e.g., no PBX change until year 4, No site migration at this site)		Day of week and time when  out of hours data transfers are scheduled (e.g., Tuesday, 9pm-11pm, or NA) 		Diversity needed at site? (no, unknown)
If yes, provide Type: metro fiber ring, exchange access, SWC, POP, Port, entrance facility, etc.)		Circuit
Bandwidth		Projected Bandwidth Growth %		Circuit Transmission Type		Customer Premise Equipment (Firewall, Router, Etc.)		Term Z Location (address, ownership, funding\expense organization)		Physical Local Access ("last mile)" Type (e.g., Metro fiber ring, dedicated private line) and ownership		TSP Required ?
If so, Populate type:
- Provisioning Priority
- Restoration Priority
- Both 		Does the site have diversity (failure backup)
-  if so, what type (e.g., access circuit only,  entrance cables, Network POP facility 		Business Partner interconnection at site: Per interconnect:
- Interconnect Type (e.g., IP, switched data, van, private line data, etc.)
- Ownership of Interconnection
- Management of NTE
- Bandwidth
Term Z Access		800 service access (Bandwidth) and minutes of use		Local Dial Tone Service (number of Agency telephones numbers or extensions)
- Minutes of use
- Commercial local dial service		Voicemail Source		Number of traditional FAX machines and dedicated FAX lines		PBX Type (VoIP or switched voice)		Existing contract with  PBX provider or servicing company? ( Yes/No and comment) 		PBX - Is site PBX shared with other organizations? (Yes/No)		Who  is the owner or primary lease of the PBX?  Agency, GSA, Commercial, other (define)		Satellite service		Television Broadcast services		Video  teleconference center rooms:
o current
o future plan		Other Telecommunications Services		Other: Special Site specific comments or configurations
(e.g., email from external server, shared router, shared PBX
High performance computing) and organizational ownership		Other NTE (switches, etc.) and quantity and organizational ownership		Agency
Region (if applicable)		Standard service day and time of day  that telecommunications services are required in local time (e.g., Monday-Friday, 9am-6pm) 		Day and time of day  that telecommunications services can be  scheduled at least 7 days in advance for downtime (e.g., Friday, 8pm through Sunday,6pm) 		Primary
Local Contact Name (LCON) Profile
(name, phone, cell phone, email, scheduled day/time, organization)		Secondary
Local Contact Name (LCON) Profile
(name, phone, cell phone, email, scheduled day/time, organization)		Bandwidth Utilization		IOC Circuit ID		Exchange Company Circuit ID		Logical data storage device: (e.g.,)
- Server
- Shared Drive
- FTP Servers		# of users, data use/mo
This is not Site Specific
Provide in Freeform Text		# of users, time or volume
Data Center Accessed
This is not Site Specific
Provide in Freeform Text		o Provide by Data Center
o # of partners, traffic volume, 
o Time of Day/ days used 
o Provide as attachment
(This will be moved as data is captured

				Site 1												Springfield		NY				Phone		No		Financial Operations Center		Federal Government		37		None		N\A		None		Unknown 		o Currently = ISDN
o Future = unknown		2xT1 existing
Upgrade to DS3				Ethernet		Router		New York - Networx Provider																										None		Not Required		Current = none 
Future = unknown		None						TBD																None

				Finance Center 												Springfield		VA				Physical		No				Unknown		187		None		N\A		None		Unknown 		o Currently = ISDN
o Future = unknown		2xT1
Upgrade to DS3				Ethernet		Router		Washington DC  -  Networx Provider																										None		Not Required		Current = none 
Future = unknown		None						TBD																None

				Central Data Center												Springfield		MA				Not Needed		No		Data Center Internet Access Point		GSA		522		None		N\A		o Additional LSA (leased space arrangement) expected to be required
o Expect that Networx feed will feed DC during emigrational cycles
o Expect that DC routers & firewalls need configuration change		Unknown 		
o DS3 to Secondary Data Center
o OC3 to HQ
o Entrance facility = unknown
o Router diversity = unknown
o Access circuit diversity = unknown
o Router Port diversity = unknown		OC3				P-to-P Dedicated Private Line		Router / Firewall - DMZ		Phoenix																										None		Not Required		Current = none 
Future = unknown		None

				Headquarters												Washington		DC				Physical		No				Federal Government		2087		Communications department support staff		email & connect to Comm Dept. Network		N\A		Unknown 				OC3				P to P Dedicated Private Line 		Router		 Charleston, SC																										None		Not Required		As is: Roving  carts for video in HQ sites. HQ Total=5. Max # of concurrent video in use = 5		None																						None

				Headquarters												Washington		DC				Physical		No				Federal Government		2087		Communications department support staff		email & connect to Comm Dept. Network		N\A		Unknown 		o Transparent LAN Service (TLS, aka Switched Ethernet Services) to Central Data Center.
o Entrance facility diversity = no 
o Router diversity =  unknown
o Router port diversity = unknown 		TLS 1 GB				Transparent LAN Service (TLS, aka Switched Ethernet Services) 		Router		Lanham, DC																										None		Not Required		As is: Roving  carts for video in HQ sites. HQ Total=5. Max # of concurrent video in use = 5		None																						None
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GFP-GFE Inventory

		NSC		Site Type		Street Address		City		State		Zip		Equipt Type (Router, PBX, Server, Ethernet switch, etc.)		Manufacurer		Model#		HW Version		SW Version		Serial#		Warranty Exp. Date

		BSTNMAJK		Field Office		25 NEW SUDBURY ST		BOSTON		MA		02203		Router		Cisco		 2911K9		15.5(3)M7		FC1.4		K3546576		1/15/23

		MTPLVTAA		Field Office		87 STATE ST		MONTPELIER		VT		05602		Ethernet switch		Cisco		 4321 ISR		15.5(3)S7b		GD2.1		J7463524		9/30/21

		BNGRMEEV		Field Office		202 HARLOW ST		BANGOR		ME		04401				Cisco		 4321 ISR		15.5(3)S7b		FC1.4		L9483726		9/30/21

		CNCRNH13		Field Office		53 PLEASANT ST		CONCORD		NH		03301				Cisco		 4321 ISR		15.5(3)S7b		FD2.1		N8574635		9/30/21

		NYCMNYNT		Region - HQ		1 WORLD TRADE CTR		NEW YORK		NY		10007				Cisco		 2911K9		15.5(3)M7		FC1.4		B5647382		1/15/23

		TRENNJ37		Field Office		402 E STATE ST		TRENTON		NJ		08608				Cisco		 4321 ISR		15.5(3)S7b		GD2.1		C5768493		9/30/21

		SNJOPR44		Field Office		150 CARLOS CHARDON AVENUE		HATO REY		PR		00918				Cisco		 2911K9		15.5(3)M7		FC1.4		G9847362		1/15/23

		ABRDNJAZ		Field Office		20 WASHINGTON AVE		ABERDEEN		NJ		07747				Cisco		 4321 ISR		15.5(3)S7b		FD2.1		T54635243		9/30/21

		CMDNNJJP		Field Office		300 COOPER ST		CAMDEN		NJ		08102				Cisco		 4321 ISR		15.5(3)S7b		DD4.2		G64536788		9/30/21



S A M P L E
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J.4 Security Assessment and Authorization (formerly known as Certification and Accreditation [C&A]) Requirements



In providing services under the [Task Order Title] task order, the contractor shall be subject to all applicable federal and agency specific IT security directives, standards, policies, and reporting requirements.  The contractor shall comply with Federal Information Security Management Act associated guidance and directives to include all applicable Federal Information Processing Standards (FIPS), NIST Special Publication (SP) 800 series guidelines (FIPS and NIST SPs available at: http://csrc.nist.gov/), GSA IT security directives, policies and guides, and  other appropriate government-wide laws and regulations for protection and security of government IT.  Compliance references will include:

· Federal Information Security Management Act (FISMA) of 2002; available at: http://csrc.nist.gov/drivers/documents/FISMA-final.pdf

· Clinger-Cohen Act of 1996 also known as the “Information Technology Management Reform Act of 1996”; available at: http://www.cio.gov/Documents/it_management_reform_act_feb_1996.html. 

· Privacy Act of 1974 (5 U.S.C. § 552a).

· Homeland Security Presidential Directive (HSPD-12), “Policy for a Common Identification Standard for Federal Employees and Contractors”, August 27, 2004; available at: http://www.idmanagement.gov/.

· Office of Management and Budget (OMB) Circular A-130, “Management of Federal Information Resources”, and Appendix III, “Security of Federal Automated Information Systems”, as amended; available at:  http://www.whitehouse.gov/omb/circulars_a130_a130trans4/. 

· OMB Memorandum M-04-04, “E-Authentication Guidance for Federal Agencies.” (Available at: http://www.whitehouse.gov/omb/memoranda_2004).

· FIPS PUB 199, “Standards for Security Categorization of Federal Information and Information Systems”, dated February 2004

· FIPS PUB 200, “Minimum Security Requirements for Federal Information and Information Systems”, dated March 2008

· FIPS PUB 140-2, “Security Requirements for Cryptographic Modules”, dated May 2001

· NIST Special Publication 800-18, Revision 1, “Guide for Developing Security Plans for Federal Information Systems”, February 2006

· NIST Special Publication 800-30, Revision 1, “Guide for Conducting Risk Assessments”, dated September 2012

· NIST Special Publication 800-34, Revision 1, “Contingency Planning Guide for Federal Information Systems”, dated May 2010

· NIST SP 800-37, Revision 1, “Guide for Applying the Risk Management Framework to Federal Information Systems: A Security Life Cycle Approach”, February 2010

· NIST Special Publication 800-47, “Security Guide for Interconnecting Information Technology Systems”, dated August 2002

· NIST Special Publication 800-53, Revision 4, “Security and Privacy Controls for Federal Information Systems and Organizations”, dated April 2013

· NIST Special Publication 800-53A, Revision 4, “Assessing Security and Privacy Controls in Federal Information Systems and Organizations: Building Effective Assessment Plans”, dated December 2014

· NIST Special Publication 800-88, Revision 1, “Guidelines for Media Sanitization”, dated December 2014

· NIST Special Publication 800-128, “Guide for Security-Focused Configuration Management of Information Systems”, dated August 2011

· NIST Special Publication 800-137, “Information Security Continuous Monitoring for Federal Information Systems and Organizations”, dated September 2011



J.4.1 Systems Security Compliance Requirements



FIPS 200, “Minimum Security Requirements for Federal Information and Information Systems,” is a mandatory federal standard that defines the minimum security requirements for federal information and information systems in eighteen security-related areas.  Contractor systems supporting agencies must meet the minimum security requirements through the use of the security controls in accordance with NIST Special Publication 800-53, Revision 4 (hereafter described as NIST 800-53) “Recommended Security Controls for Federal Information Systems.”



To comply with the federal standard, agencies will determine the security category of the information and information system in accordance with FIPS 199, “Standards for Security Categorization of Federal Information and Information Systems,” to be established at the High Impact Level and baseline security controls must be established as identified in NIST 800-53 and other associated directives and guides identified and/or provided by each specific agency GSA.  All deliverables identified in this section are an attachment or appendix to the Security Plan (commonly known as the System Security Plan [SSP]).



[bookmark: _Toc235607302][bookmark: _Toc255307508]J.4.2 Security Assessment and Authorization (formerly known as Certification and Accreditation) The implementation of a new federal government IT system requires a formal approval process known as Assessment and Authorization.  NIST Special Publication 800-37, Revision 1 (hereafter listed as NIST 800-37) and agency specific IT security procedural guidance, associated with managing enterprise risk which provides guidance for performing the security assessment and authorization process.  The contractor’s system must have a valid assessment and authorization (approved by each agency) prior to being placed into operation and processing government information.  Failure to obtain and maintain a valid assessment and authorization will be grounds for termination of the task order.  The system must have a new security assessment and authorization conducted (and approved by each agency) at least every three (3) years, or when there is a significant change that impacts the system’s security posture or a system may qualify for ongoing security authorizations that are not time-limited (at the discretion of the Authorizing Official [AO]).  All NIST 800-53 controls must be tested and assessed no less than every three (3) years unless otherwise determined by the AO.

J.4.3    Security Plan (hereafter referred to as the System Security Plan [SSP])



		ID Number

		Description



		1

		The contractor shall comply with all security assessment and authorization requirements as mandated by federal laws, directives and policies, including making available any documentation, physical access, and logical access needed to support this requirement.  The level of effort for the security assessment and authorization is based on the System’s NIST FIPS Publication 199 categorization.  At a minimum, the offeror shall create, maintain and update the following security assessment and authorization documentation:



		2

		The Security Plan shall be completed in accordance with NIST Special Publication 800-18, Revision 1 (hereafter listed as NIST SP 800-18 R1) and other relevant guidelines.  The SSP shall also include, at a minimum, the following appendices consisting of required policies and procedures across 18 control families mandated per FIPS 200. 



		3

		The contractor shall develop and maintain a Security Accreditation Boundary Scope Document (BSD) Update as identified in NIST 800-37, Rev 1.  A template may be provided by the ordering agency upon request submitted to the agency’s CO. 



		4

		The contractor shall develop and maintain Interconnection Agreements developed in accordance with NIST Special Publication 800-47.



		5

		The contractor shall develop and maintain a Rules of Behavior for information system users as identified in agency specific IT Security Procedural Guides.



		6

		The contractor shall develop and maintain a System Inventory that includes hardware, software and related information as identified in the Agency identified security directives and procedural guides.   



		7

		The contractor shall develop and maintain a Contingency Plan (including Disaster Recovery Plan and Business Impact Assessment) completed in agreement with NIST Special Publication 800-34.



		8

		The contractor shall develop and maintain a Contingency Plan Test Plan and Report completed in agreement with the Agency identified security directives and procedural guides. 



		9

		The contractor shall perform a Privacy Impact Assessment completed as identified in the Agency identified security directives and procedural guides.



		10

		The contractor shall develop and maintain a Plan of Action and Milestones completed in agreement with the Agency identified security directives and procedural guides.



		11

		All FIPS 199 Low, Moderate and High impact information systems must complete an independent internal and external penetration test and provide an Independent Penetration Test Report documenting the results of vulnerability analysis and exploitability of identified vulnerabilities on an annual basis in accordance with the Agency identified security directives and procedural guides.  Applicable NIST SP 800-53 R4 Controls are CA-7 and RA-5. 



		12

		All FIPS 199 Low, Moderate, and High impact information systems must conduct code analysis reviews in accordance with the Agency identified security directives and procedural guides using the appropriate automated tools (e.g., Fortify, Veracode, etc.) to examine for common flaws, and document results in a Code Review Report to be submitted prior to placing system into production, when there are changes to code and on an annual basis.  Applicable NIST SP 800-53, R4 Control is SA-11. 



		13

		The government will be responsible for providing an independent Security Assessment/Risk Assessment in accordance with the Agency identified security directives and procedural guides.



		14

		The contractor shall develop and maintain a System(s) Baseline Configuration Standard Document 

Reference: NIST 800-53 control CM-2; NIST SP 800-128.The contractor shall provide a well-defined, documented, and up-to-date specification to which the information system is built.



		15

		The contractor shall develop and maintain System Configuration Settings 

Reference: NIST 800-53 control CM-6; NIST SP 800-128.

The contractor shall establish and document mandatory configuration settings for information technology products employed within the information system that reflect the most restrictive mode consistent with operational requirements. 

Configuration settings are the configurable security-related parameters of information technology products that compose the information system.  Systems shall be configured in accordance with agencies specific technical, NIST guidelines, CIS guidelines (Level 1), or industry best practice guidelines in hardening their systems, as deemed appropriate by the AO.  System configuration settings will be updated or reviewed on an annual basis.



		16

		The contractor shall develop and maintain a Configuration Management Plan 

Reference: NIST 800-53 control CM-9; NIST SP 800-128.

The contractor shall provide an initial Configuration Management Plan for the information system to include annual updates.



		17

		The contractor shall develop and maintain an Incident Response Plan 

Reference: NIST 800-53 control IR-8; NIST SP 800-61; GSA CIO-IT Security 01-02 “Incident Response.”

The contractor shall provide an initial Incident Response Plan for the information system to include annual updates.



		18

		The government is responsible for providing a Security Assessment/Risk Assessment and Penetration Test.  The contractor shall allow agencies specific employees (or agencies specific designated third party offerors) to conduct security assessment and authorization activities to include control reviews in accordance with NIST 800-53/NIST 800-53A and agencies specific IT Security Procedural Guidance.  Review activities include but are not limited to operating system vulnerability scanning, web application scanning, and database scanning of applicable systems that support the processing, transportation, storage, or security of government information.  This includes the general support system infrastructure. 



		19

		All identified gaps between required 800-53 controls and the offeror’s implementation as documented in the Security Assessment/Risk Assessment report shall be tracked by the offeror for mitigation in a POA&M document completed in accordance with the Agency identified security directives and procedural guides.  Depending on the severity of the gaps, the government may require them to be remediated before an Authorization to Operate (ATO) is issued.



		20

		The contractor is responsible for mitigating all security risks found during the security assessment and authorization and continuous monitoring activities.  All critical and high-risk vulnerabilities must be mitigated within 30 days and all moderate risk vulnerabilities must be mitigated within 90 days from the date vulnerabilities are formally identified.  The government will determine the risk rating of vulnerabilities.



		21

		Maintenance of the security authorization to operate will be through continuous monitoring of security controls of the contractor’s system and its environment of operation to determine if the security controls in the information system continue to be effective over time in light of changes that occur in the system and environment.  All scans must be performed as an authenticated user with elevated privileges.  Through continuous monitoring, security controls and supporting deliverables shall be updated and submitted to agencies per the schedules as provided below.  The submitted deliverables provide a current understanding of the security state and risk posture of the information systems.  They allow each agency authorizing officials to make credible risk-based decisions regarding the continued operations of the information systems and initiate appropriate responses as needed when changes occur.



		22

		The contractor shall deliver the results of the annual FISMA assessment conducted per the Agency identified security directives and procedural guides..  Each fiscal year the annual assessment will be completed in accordance with instructions provided by agencies.



		23

		Systems normally fall under the three (3) year security reauthorization process; however, a system may qualify for ongoing security authorizations that are not time-limited.  To qualify for non-time limited authorizations, acceptance into the agencies specific Continuous Monitoring Program will be in accordance with the Agency identified security directives and procedural guides and NIST SP 800-137, “Information Security Continuous Monitoring for Federal Information Systems and Organizations”.  Compliance, acceptance and deliverable requirements are specified within the Agency identified security directives and procedural guides..      









J.4.4 Security Plan Contract Deliverables



Unless otherwise identified by an Agency, the following deliverables will provided as indicated in the following tables.

	

		ID Number

		Description



		1

		Deliverables to be provided to the Agency COR/ISSO/ISSM on a Quarterly basis:   

1. Plan of Action & Milestones (POA&M) Updates (Monthly updates/reviews are required for any vulnerabilities identified as a high or critical).  (NIST SP 800-53 R4; CA-5)

2. Vulnerability scanning reports for Operating System, Web Application, and Database scans (as applicable). (NIST SP 800-53 R4; RA-5)



Note: All scans shall be performed as an authenticated user with elevated privileges.  Vulnerability scanning results shall be managed and mitigated in the POA&M and submitted together with the quarterly POA&M submission. (NIST SP 800-53 R4; RA-5 and GSA CIO-IT Security Guide 09-44 R1).  Scans shall include all networking components that fall within the security accreditation boundary.





		2

		Deliverables to be provided to the Agency COR/ISSO/ISSM initially and as updates (if required) on an Annual basis or when significant changes occur to the system: 

1. System Security Plan (NIST SP 800-53 R4: PL-2)

2. Security Accreditation Boundary Document (BSD) (NIST SP 800-37 R1)

3. User Certification/Authorization Review (Annotated on POA&M) (NIST SP 800-53 R4: AC-2)

4. Information Security Awareness and Training  (NIST SP 800-53 R4: AT-1)

5. System(s) Baseline Configuration Standard Document (NIST SP 800-53 R4: CM-2)

6. System Configuration Settings (NIST SP 800-53 R4: CM-6)

7. Contingency Plan (NIST SP 800-53 R4: CP -2)

8. Configuration Management Plan (NIST SP 800-53 R4: CM-9)

9. Contingency Plan Test Plan (NIST SP 800-53 R4: CP-4)

10. Contingency Plan Test Report (NIST SP 800-53 R4: CP-4)

11. Incident Response Test Report (NIST SP 800-53 R4: IR-3)

12. Incident Response Plan (NIST SP 800-53 R4: IR-8)



13. Information System Interconnection Agreements (NIST SP 800-53 R4: CA-3)

14. Rules of Behavior (NIST SP 800-53 R4: PL-4)

15. Privacy Impact Assessment (PIA) (NIST SP 800-53 R4: AR-2, AR-3 and AR- 4)



16. Independent internal and external penetration tests and reports (NIST SP 800-53 R4: CA-7 &RA-5)

17. Annual FISMA Assessment (NIST SP 800-53 R4: CA-2)

18. Continuous Monitoring Plan (NIST SP 800-53 R4: CA-7)

19. Code Review Report (NIST SP 800-53: SA-11)



		3

		Deliverables to be provided to the Agency COR/ISSO/ISSM Biennially:

The contractor shall develop and keep current the deliverables listed below, as outlined in the specified NIST documents as well as appropriate agency specific IT Security Procedural Guides.

1. Access Control Policy and Procedures (NIST SP 800-53 R4: AC-1)

2. Security Awareness and Training Policy and Procedures (NIST SP 800-53 R4: AT-1)

3. Audit and Accountability Policy and Procedures (NIST 800-53 R4: AU-1)

4. Identification and Authentication Policy and Procedures (NIST SP 800-53 R4: IA-1)

5. Incident Response Policy and Procedures (NIST SP 800-53 R4: IR-1)

6. System Maintenance Policy and Procedures (NIST SP 800-53 R4: MA-1)

7. Media Protection Policy and Procedures (NIST SP 800-53 R4: MP-1)

8. Physical and Environmental Policy and Procedures (NIST SP 800-53 R4: PE-1)

9. Personnel Security Policy and Procedures (NIST SP 800-53 R4: PS-1)

10. System and Information Integrity Policy and Procedures (NIST SP 800-53 R4: SI-1)

11. System and Communication Protection Policy and Procedures (NIST SP 800-53 R4: SC-1)

12. Key Management Policy (NIST SP 800-53 R4: SC-12)



		4

		Deliverables associated with the Agency Continuous Monitoring Program, to be provided to the Agency COR/ISSO/ISSM on a Monthly basis in-accordance-with GSA COI Security Procedural Guide 12-66:

1.  Reports on SCAP Common Configuration Enumerations (CCE) (NIST SP 800-53 R4: CM-6)

2.  Reports on SCAP Common Platform Enumeration (CPE) (NIST SP 800-53 R4: CM-8)

3.  Reports on SCAP Common Vulnerabilities and Exposures (CVE) (NIST SP 800-53 R4: CM-8)

Note: This deliverable is required contingent upon acceptance into the Agency Continuous Monitoring Program at the discretion of the AO.

	










J.4.5 Additional Security Requirements

			

		ID Number

		Description



		1

		The contractor shall ensure that proper privacy and security safeguards are adhered to in accordance with the FAR Part 52.239-1, see Section I.



		2

		The deliverables identified in Section J.4.4 shall be labeled “CONTROLLED UNCLASSIFIED INFORMATION” (CUI) or contractor selected designation per document sensitivity.  External transmission/dissemination of CUI data to or from an Agency computer must be encrypted.  Certified encryption modules must be used in accordance with FIPS PUB 140-2, “Security requirements for Cryptographic Modules.”



		3

		Where appropriate, the offeror shall ensure implementation of the requirements identified in the FAR (see Section I, 52.224-1, “Privacy Act Notification” and FAR 52.224-2, “Privacy Act.”)



		4

		The contractor shall cooperate in good faith in defining non-disclosure agreements that other third parties must sign when acting as the federal government’s agent.  



		5

		The government has the right to perform manual or automated audits, scans, reviews, or other inspections of the offeror’s IT environment being used to provide or facilitate services for the government.  In accordance with the FAR (see Section I, 52.239-1) the contractor shall be responsible for the following privacy and security safeguards:

1. The contractor shall not publish or disclose in any manner, without the CO’s written consent, the details of any safeguards either designed or developed by the contractor under this task order or otherwise provided by the government.  Exception - Disclosure to a Consumer Agency for purposes of security assessment and authorization verification.

2. To the extent required to carry out a program of inspection to safeguard against threats and hazards to the security, integrity, and confidentiality of any non-public government data collected and stored by the contractor, the contractor shall afford the government logical and physical access to the contractor’s facilities, installations, technical capabilities, operations, documentation, records, and databases within 72 hours of the request.  Automated audits shall include, but are not limited to, the following methods:

· Authenticated and unauthenticated operating system/network vulnerability scans.

· Authenticated and unauthenticated web application vulnerability scans.

· Authenticated and unauthenticated database application vulnerability scans.

3. Automated scans can be performed by government personnel, or agents acting on behalf of the government, using government operated equipment, and government specified tools.  If the offeror chooses to run its own automated scans or audits, results from these scans may, at the government’s discretion, be accepted in lieu of government performed vulnerability scans.  In these cases, scanning tools and their configuration shall be approved by the government.  In addition, the results of offeror-conducted scans shall be provided, in full, to the government.







J.4.6 Personnel Security / Suitability

			

		ID Number

		Description



		1

		The offeror shall perform personnel security / suitability in accordance with the FAR Part 52.204-9, see Section I.



		2

		The contractor shall comply with agency personal identity procedures identified in the contract that implements Homeland Security Presidential Directive-12 (HSPD-12), Office of Management and Budget (OMB) guidance M-05-24, and Federal Information Processing Standards Publication (FIPS PUB) Number 201.



		3

		The contractor shall insert this clause in all subcontracts when the subcontractor is required to have physical access to a federally-controlled facility or access to a federal information system.







J.4.7 Personnel Background Investigation Requirements 

The contractor shall perform personnel security / suitability checking in accordance with FAR Part 52.204-9 (see Section I).

All contractor personnel with access to the contracted system that is within the security A&A scope must successfully complete a background investigation in accordance with Homeland Security Presidential Directive-12 (HSPD-12), OMB guidance M-05-24, M-11-11, and as specified in [list agency policies and procedures here] under this task order. The required background investigations for administrative personnel shall be a minimum of a National Agency Check with Written Inquiries (NACI) and for technical staff shall be a Minimum Background Investigation (MBI) or higher depending upon their access and control over the systems.
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