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Kahua Quick Reference Guide
CUI (Controlled Unclassified Information) Kahua Documents

Project Lifecycle Applicability

Identification/ Planning Execution Closeout

Initiation

About CUI Kahua Documents

Mark a Kahua Document as CUI
Mark Files as CUI in the Kahua File Manager App

GSA'’s Controlled Unclassified Information (CUI) policy and CUI Guide implements Executive
Order 13556, Controlled Unclassified Information (CUI), outlines the requirements of 32 CFR
2002, and establishes policy and framework for the CUI Program at GSA. CUl is defined as
unclassified information that requires safeguarding and dissemination controls pursuant to law,
regulation, or Government-wide policy, as listed in the CUI Registry. The CUI Program and the
CUI Registry are managed by the CUI Executive Agent (EA), the Information Security Oversight
Office (ISOO) within the National Archives and Records Administration (NARA).

Kahua documents can be marked as CUI within the system. Once a document is labeled as
CUI, the CUI label will ensure the security and access to the document follows all CUI
requirements. All Kahua security groups are configured to allow only those users with specific
group access with view CUI documentation. Those security groups and access can be found on
the Kahua Security Matrix.

Only applicable Kahua apps have been developed with the ability to mark documents as CUI.
The applicable apps are:

Communications

Daily Reports

Design Review
Estimates and Funding
Expenses

Field Observations
File Manager
Meetings

Packaged Submittals
Punch Lists
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https://obamawhitehouse.archives.gov/the-press-office/2010/11/04/executive-order-13556-controlled-unclassified-information
https://obamawhitehouse.archives.gov/the-press-office/2010/11/04/executive-order-13556-controlled-unclassified-information
https://www.govinfo.gov/content/pkg/CFR-2018-title32-vol6/pdf/CFR-2018-title32-vol6-part2002.pdf
https://www.govinfo.gov/content/pkg/CFR-2018-title32-vol6/pdf/CFR-2018-title32-vol6-part2002.pdf
https://www.archives.gov/cui
https://docs.google.com/spreadsheets/d/1i6zuCVX7rChx9FmAZQMNQ_WXrGsCLLWHN5A-knkWURA/edit#gid=1843246470
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e RFlIs

Mark a Kahua Document as CUI

1. Open the applicable App (for example RFIs) in the left navigation pane.
2. Click the New button.

« Official RFls
= U
= et v B B < MORE
Project Finder
E Q  Defaut v C B
Apps [0 ¥ Number Subject Status Primary Responder Date Due Date Responded  Re¢
O oos0 Lease Test In Review Waynne Frias - GSA 2/23/2023
OF  pashboard
0O o049 Additional Rail at the North End Pedestrian Bridge Distributed Waynne Frias - GSA 2/22/2023 2/8/2023
Q  search 0O o045 South Wall Furring for Storm Risers Distributed Waynne Frias - GSA 10/6/2022 9/21/2022
O o044 Raising the Elevator Hoist Beam Distributed Waynne Frias - GSA 9/27/2022 9/13/2022
[? Tasks
0O o043 Light Pole Locations Distributed Waynne Frias - GSA 9/21/2022 9/7/2022
@ Messages [m Wall Depth Increase at Level 2 Janitor's Closet Closed Waynne Frias - GSA 8/31/2022 8/17/2022
O o040 Shower Updates for ADA Compliance Distributed Waynne Frias - GSA 8/5/2022 7/27/2022
B res
O o039 T Grid & Wall Finish Detail Distributed Waynne Frias - GSA 7/29/2022 7/20/2022

3. In the top right-hand side of the document, select the drop down to designate the
document as CUI. This will be defaulted as Non-CUI when first creating a new
document.

Official RFls

New RFI (Create)

v DETAILS
DETAILS
Number
0081 OWNER
PRIMARY RESPONSE
Date
3/16/2023 [} SECONDARY RESPONS..
COMMENTS
e MEDIA
Field is required.
REFERENCES
eason for RFI -

Field is required.

Priorit -

Field is required

Waynne Frias - GSA € -

(oo~ | oo

4. Now that the CUI has been marked on the document, you can proceed to create the new
document and its required fields.
5. Click the Save button. The newly created document is now marked as a CUl document.

Note: This process can also apply to existing Kahua documents where the user may Edit
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the document to mark the document as CUI.
Mark Files as CUI in the Kahua File Manager App
1. Open the File Manager app in the left navigation pane App section.

2. Navigate to the folder where the applicable file is located.
3. Select the File to open the file in the viewer.

&« E [@ <« CREATEFOLDER ADDFILES
# 7.0 Photos and Media (shared) Current Folder ~
E Project Finder S
Q = Default v C B
< [ Folders B &
Apps
BB 1.0 Identification and Pre-Project Pl [ M Name Modified Size | Version
OF  Dashboard > [ 20 nitiation and Planning O ™  01GMPArch Apart.pdf 2/24/202212:21PM  58MB 1
El
> [ 3.0 Execution - Contract-Lease Adm
O [@ 1. Welcome, Introduction, Navigation PPT.pptx 6/29/2022 213PM 8 MB 1
Q  search > [ 3.0 Execution - Integrated Files
O ™ 120208 Sample Window Shades.JPG 1/28/202210:16 AM 3 MB 1
> [@ 4.0 Execution - Design (shared)
[9 o > [ 5.0 Execution - Construction (share [0 ™ 120430 F06 Drone Diffuser.JPG - RO0.JPG 1/28/202210:34 AM 2 MB 1
> [ 6.0 Closeout [0 ™ 120430 F06 New Light Fixture.JPG - R00.JPG 1/28/202210:34AM  3MB 1
@ Messages P9 7.0 Photos and Media (shared)
(m] 15550 Breechings, Chimneys & Stacks.zip 6/2/20222:19PM 5 MB 1
BB Document Integration Logs
File Manager [0 ™  3.A306 RESIDENTIAL LVL 1-15.pdf 6/29/2022411PM  466KB 1
[0 ™  3.A307 RESIDENTIAL LVL 16-31.pdf 6/29/2022 413PM  468KB 1
() Getting Started
m] 6/29/2022 413 PM 454 KB 1
[0 ™ 3.A309 RESIDENTIAL LVL 33.pdf 6/29/2022413PM  455KB 1
O =  Brick Walljpg 4/29/202211:32AM  16KB 1
(] Creating a Searchable Token List (2).docx 1/19/20232:14PM  599KB 1
O =  Lighting.jpg 8/8/202212:40PM  53KB 1
+2),  AddPerson
() 13 Item(s)

4. Click the Edit button.

| EDIT IDELETE HISTORY OPEN VIEW SENDFILE SENDLINK SEND FOR eSIGNATURE COMPARE MOVE COPY RENAME - G URL

3.A308 RESIDENTIAL LVL 32.pdf preview [0 I X

File Mar

Viewer Details > SECTIONS

1. Viewer

A 1of1 3% v 52 o cf Q 2 ® & 0

2. Details

DETAILS

MEDIA

COMMENTS
n = I { b VERSIONS

REFERENCES

| ParkLine South (AAF - OB 3)
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5. In the top right-hand side, select the drop-down to designate the document as CUI. This
will be defaulted as Blank upon editing a file.

OPEN VIEW SENDFILE SENDLINK SEND FOR eSIGNATURE COMPARE MOVE COPY RENAME LOCK GD URL

3.A308 RESIDENTIAL LVL 32.pdf Edit

v DETAILS

DETAILS

MEDIA

COMMENTS

VERSIONS

REFERENCES

Note: Files can only be marked as CUI after uploading the file. For more information on how
to upload a file please reference the File Manager QRG.

6. Once the CUI value is selected, click the Save button. The file is now marked as CUI.

Send CUI Document Links
Note: Sending CUI documents directly from Kahua will potentially violate CUI requirements.
If a user needs to send CUI documents, a link maybe sent directing the user to access the
file from Kahua. Security Groups in place will ensure the correct users have access.
1. Open the File Manager app in the App section of the left navigation pane.
2. Navigate to the folder where the file you would like to send is located.
3. Open the File to display the file within the Kahua File Viewer.
4. Click the Send Link button at the top navigation bar of the File Viewer.

Note: Users should never use the Send File button. This feature sends the file directly to
its recipient and could be in violation of CUI requirements.
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https://www.gsa.gov/cdnstatic/Kahua_QRG_File_Manager_v001.pdf

GSA

U.S. General Services Administration

— EDIT DELETE HISTORY OPEN VIEW SENDFILE | SEND LINK| SEND FOR eSIGNATURE COMPARE MOVE COPY RENAME -
i::- 3.A308 RESIDENTIAL LVL 32.pdf Preview
=
2 Viewer Details
A o1 % v 52 o cf Q O ® @ LN
! i .
N ontn =
i
=l 5
b e
£ {+f £
%A—m.{] i =
— B R
I I -
| .07 *
¢ ey mt )
el pemcl mmm (R
e pilid | M
T,_— 3 L
ik | P 3
‘. il b =t i
M -;[—L oy
Fe e —
) RSONTALLEVEL 3ak8

GD URL

B 5 x

> SECTIONS
1. Viewer

2. Details
DETAILS
MEDIA
COMMENTS
'VERSIONS

REFERENCES

5. A New Message window will populate, enter the Kahua usernames in the To, Cc, or

Bcc fields. The user may also add text to the body of the message.

New Message

B o x

To Waynne Frias - GSA X
Cc
Bee

Copy to Communications

a

Subject Kahua File Link: 3.A308 RESIDENTIAL LVL 32.pdf
[} X B I U i -
Bl = = E E = = F XX S v Alv B

Here is alink to the 3.A308 RESIDENTIAL LVL 32.pdf file.

Open In Kahua

6. Click the Send button.
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Resources

For additional help with Kahua applications, you can access the Calendar for Instructor-led
training, Self-paced videos and Quick Reference Guides (QRGs) from this link: Training: Project
Management tool | GSA

Related QRGs

File Manager
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https://www.gsa.gov/real-estate/design-and-construction/project-management-information-system/training-project-management-tool
https://www.gsa.gov/real-estate/design-and-construction/project-management-information-system/training-project-management-tool
https://www.gsa.gov/cdnstatic/Kahua_QRG_File_Manager_v001.pdf
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